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1.Policy Purpose and Brief

1.1 BACKGROUND e S

g / Mo\
'S
The concept of Trusted Research Environments (TREs) has come to the forefront in an era marked by the / \ /
exponential growth of dlgltal data and the escalating concerns over data privacy and securit . High- profllé

data breaches and increasing privacy concerns have highlighted the urgent need for stringent'data. P \
governance mechanisms. At the same time, the potentlal of big data to drive signifi reugh@'m /
fields such as medicine, public health, and social sciences is more apparent than ever. This dual\reality 0:2{ \

(3

of sensitive information is meticulously controlled to prevent misuse while still enabli
societal advancements.

This policy should be comprehenswely reviewed, comprehended, and executed anngS}de DC/H reg tIOWé /\v
and guidelines concerning Healthcare Informatlon Data Governance, Data Quality, Data Catalogue, |

Data Management, Cybersecurity, Human Subject Research, Patient Healthcare Data Privacy, Informbd

Consent, and pertinent UAE legislation on Data Protection and Safety. . \

risk and opportunity necessitates a balanced approach to data management—where the access\to and . ) J
h r% /\

1.2 PURPOSE RN /
The purpose of this Policy is to establish requirements to ensure the integrity, transparency, and ethlcal\

conduct of research activities within the health sector of Abu Dhabi. The policy aims to create a secure d
collaborative research environment, upholding integrity and ethical compliance to fos/ter wﬁwpvatlor(and \
protect sensitive data, ensure confidentiality, and promote interdisciplinary coIIaborat|on \ T \

AN

1.3 OBIJECTIVES

The objectives of this policy are multifaceted to ensure a secure, ethical, and collabor§t~@ reslech /\
environment. These include: N
N /
\ o /
1.3.1 Establish a secure and collaborative research environment. \ /\\ / // ; //
1.3. Uphold standards of research integrity and ethical compliance to facilitate |nr%va ve and\&p\q\tful ] N
\ /

3.2
research outcomes. \

1.3.3  Protect sensitive data and ensure participant confidentiality. . : ‘

1.3.4  Foster interdisciplinary collaboration and innovation. ‘ \ ~

2.Definitions and Abbreviations

No. Term / Abbreviation Definition ) J
- /o —

Measures to ensure that access to as ets |s authorl/ed / ~ )
21 Access Control and restricted based on business and ecurlty /. \ e /
: requirements. \

AN

N

A specialist who examines and interprets datato provide\*‘"""
2.2 Analyst insights and support decision-making W|th|n a péri%ular area >< \

of expertise.

Application Programming A communication protocol between different"’é/oftware \

2.3 Interface (API) elements. A /

A systematic, independent, and documented process for T \

24 Audit obtaining audit evidence and evaluati tivelyto— —— NG
’ determine the extent to which the aud%tcrlterlaﬁre fulfﬂB< ‘> N
N / /\
L Provision of assurance that a claimed\ characterlstlc ofan N )
2.5 Authentication entity is correct. \ \ { /

\ ,///\l\ / /
o A property of being accessible and usable on demand by@n V7 " V
2.6 Availability authorized entity. N ) \




\\ / ,//\\: | / /
N ,,// \ 7
v N \

Ability to apply knowledge and skills to achie»ieigtended M, 7

2.7 Competence results. N \< |
e / \ | \
. o Property that information is not made available or dis sed/‘ \ /
2.8 Confidentiality to unauthorized individuals, entities, or processes. \ / L
// /// \ / e \\\

\ ~

\ /
A conflict of interest arises when an in '/vidual ot /%{ )
organization has multiple, often competing interests— / \J
financial or otherwise—wherein serving one'interest could
potentially undermine or conflict with\anothey.lhis situation

2.9 Conflict of Interest typically occurs when actions or decisions made in'their /\ /\v
,// \

professional or official capacity may lead to personal in/or'
benefit, creating a potential bias or conflict in fulfilling their </ e

duties impartially. N

A formal document issued at the closure of resé:a rch \
activities in a TRE, certifying that all temporary working,/\ ANQ /
copies of datasets have been securely gléletéq or migratedto  \ AN
Certificate of Record and an approved archival location within the TRE, andclearly \ \
7 T H A H )
2.10 Destruction (CORD) documenting any derivative datasets retained'under new L

ethical approval or data-sharing protocols 1t includes explicit
confirmation of these actions, listing involved dé)gasets, N \

dates, methods, and responsible partiex / TN /) /

The individual/unit responsible to execute dﬁaf—r/\ei‘ét\e’i}‘/’ :

initiatives and decisions associated with data ma nage ent
domains from a technical aspect. Serves as subject matter. -

experts in information management, specializingi
systems/applications. ’

\ N
The process of removing or obscuring personal identifi / \ /
from data sets, in a manner that the individual to whom the A RN
data pertains can no longer be identified, whether directly or " \

/

indirectly allowing data to be used in research while

211 Data Custodians

2.12 De-identification

protecting privacy. \( < / ~
b Y > ANy

A standardized representation of data é§5ets, défining,th’é ‘ / J
attributes, and relationships between\them to support data N

\

2.13 Data Model integration, consistency, and decision«making/a,crpss the /

enterprise. N N
N

The overall condition of data based on attributes suchas
2.14 Data Quality accuracy, completeness, consistency, validity, timeliness, and /
’ unigueness. 7 SN /
\ \\
A )
2.15 Dataset Collection or group of related data elements.\ \ N \
. / { / \
e \ N ) \\
- \ SO .
<\ /X\ //><\ /> ) ~">
The regulative body of the Healthcare Sector in the Emirate '
2.16 Department of Health (DoH) of Abu Dhabi, established based on law No .(10) of 2018.

\ /
\ )
[N\ /
\ Y ZERN \. / /
\ y A p /
N - N L\ e .
§ \ S X /
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= \
The process of converting information or data |nto a,eéde \)(

. format, especially to prevent unauthorized access-and SN
2.17 Encryption securing data by ensuring that only people mth%hﬁtﬁﬁeg -
key can decode and view the contents. /
~ / / )
\ A
// / AN e \\\
Behavior that is consistent with the priryfﬂes of ethlcaT /
. standards embraced by a particular praefession o)k PN )
2.18 Ethical Conduct environment. It includes honesty, fairnes and integrityin >~/ \J
professional practices. \

\ N ? /
7 \

\/

A researcher, who introduces new ideas, prﬁdﬂstvoﬁ <
methods, often with a focus on creativity and prob m- /
2.19 Innovator solving, to drive positive change and progress in v ious TN

fields or industries.

/ pd N
) \ ‘
2.20 Integrity A property of accuracy and completen\gss. \X /><: \
// / N // \ /
\\ Ve \ N
\ [N\ ) PN /
/ / AN -

/
The ability of different information tech nalogy syste}s}‘n/d
software applications to access, exchange, integrate, an
cooperatively use datain a coordlnated manﬁerwrt’rrirrand
across organizational boundaries. It involves the s less
sharing of data among various systems, platforms,or
components, ensuring that the data sharedretains its/

2.21 Interoperability

meaning and does not lose its context or |ntegr|ty @
Structured information that descrlbes, explams orprowdes ! - \
context about a dataset, making it e find, manage, i

and utilize the data. It includes details s as the source,
2.22 Metadata format, creation date, author, and relévant keywords as w
as any technical and administrative information/necessary J
\\

for effective data governance, access\ and |nterprej:arf|on

2.23 Reliability A property of consistent intended behavior and re\iults /

\
Research data that is securely stored, transmlfted and /
handled within the Trusted Research/Enwronment to

2.24  safe Data maintain confidentiality, integrity, and cpmpllar\ce with- ~
ethical and regulatory standards. < g

\\ S \ -
\ J7ZN /
Secure dissemination of research findings or data Ol}tputs’ \ ] N
from the Trusted Research Environment, ensuring KA P
2.25  Safe Output and Release confidentiality, integrity, and comphance Wﬁ%ﬁ%ﬁd ———
regulatory standards throughout the release process. * \/
e ] AN /
/\ \\\\
// \ 7 \\ \\ /
/ \ / X
/ N / /
|
7 \ AN
S \ N N
< X /x\ )
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) \
Certified and trained professionals responsible for thﬁolding \/< )
ethical and security standards while handllng serrsmve /

research data within the environment.
/ / \ | / .

2.26 Safe Personnel

/
/

/ / e -

AN ./
Approved research projects for approﬁ%g;(e data)(access apd/ ) J

2.27  Safe Research Projects justified public benefit and ethical consi atlor{s A
\\ § \ N )
\ /
2N / /
\\\ ,// g \\\ // \\ 7 /\/
A secure retrieval or transfer of research data-or materials / e
from external sources back into the Trusted Research / / \
2.28 safe Return Environment, ensuring confidentiality, integrity, and- > = )
compliance with ethical standards throughoutt turn /
process. . \

Secure and sovereign technological ||4#Fastr—éeture&nd— =
protocols ensuring confidentiality and )n/egrlty c&f researchX/ g :

data. PN >\
/ /A /

2.29 Safe Systems and Processes

\\ A\ \) PN ,/
\ I N / oo /
N7 N/ / N
A legal agreement that outlines the rules and guidelines that
2.30 Terms of Use users must agree to and follow in order to Use a'service or P \
’ software. S~ % 3
/ . /
\ \ L
. A secure environment where researchers can\safely@re A\ N N
531  Jrusted Research Environment analyze, and share sensitive data whloljé adherihg to strlct ) \ Y \
) (TRE) ethical, legal, and regulatory standar
< &t /
o . Processes that are used to ensure ththsvﬁém czotf/rmrdﬁe
2.32 Validation and Verification or system requirements meet their intended purpose and \

Processes are correct, complete, adequate, and achlev}le \ / \
N




3.Policy Content

3.1 BUILDING A SECURE FOUNDATION: ESTABLISHING GOVERNANCE / /

Establishing strong governance structures is fundamental to creating a secure enwronment‘ﬁpr tru
research to ensure integrity, transparency, and compliance. Establishing governance/nechanisms in Ilne )
with the below requirements is vital to fostering accountability and ethical conduct, layi fo

for a trusted research environment:

\
3.1.1  Establish a clear organizational structure for the TRE, delineating key roles and/ PN
responsibilities, and internal and external dependencies, including the forma on of§\\/ \\/N

Governance Board, Data Stewardship Committee, and Institutional Review Board

3.1.2 Ensure that leadership possesses comprehensive knowledge of data governance% cs and \
pertinent privacy laws with particular emphasis on the secure handling andi |rrever le de- N

identification of health-related data. — /\/

3.1.3 Develop comprehensive data governance policies encompassing data prlvacy,\securl/y
access, sharing and usage, aligning with relevant federal laws and DoH protocols, gu4deI|ne§ 7 \
and standards. / PN PN \

/ .

- \ /
3.14 Establish and enforce policies ensuring the robust and irreversible de-i htification of data, \
clearly defined consent procedures, legally binding data sharing agreements, and detailed” . / \

breach notification protocols that prioritize the protection of re- |denthf|able mform@tton

3.1.5 Allocate essential resources to support ongoing dialogues and transparency |nftiﬁv s, as J
outlined in Section 3.2, and implement core principles detailed in Section 3:3 ofthlsﬁP\ncy\ !

3.1.6 Ensure that all personnel involved possess the required competence including mformatlon
security due diligence for their authorized roles and that their performance is perloalcally
assessed. LN\ /

3.1.7 Integrate ethical considerations into all operations of the TRE, ensuring/that datau"sage ) NS \
benefits society while safeguarding individual privacy at all stages. / N - '

3.1.8  Actively engage with stakeholders, including public and patient groups@arch&r ) ~
healthcare providers, and funders, to cultivate trust and transparency. N / / \/

\ /

3.1.9 Enforce stringent role based access controls based on the principle of Fgast prlwlege \ /

permitting only authorized individuals to access sensitive data with exphut twne bound \ TN /
authorization. \ o

3.1.10 Implement multi-factor authentication, robust identity verification processes, andq'\gular \
access reviews to uphold data security. > )
/

3.1.11 Implement stringent data security measure including encryption, data masking,”: and RV N

Differential Privacy 7\

3.1.12 Establish full compliance with applicable DoH regulations on data sharlng, |mp0rt/e)(port > \
restriction, and national data sovereignty. /

S .

3.1.13 Establish quality management processes, encompassing document con{r/ol, stanoSard >< ) >
operating procedures (SOPs) management, and quality assurance audits. . / PN /\

3.1.14 Foster a culture of continuous improvement, soliciting feedback from §takeho|de s gnd ) /
adapting governance practices based on lessons learned and evolving best practlces\ / \ /\ P

3.1.15 Conduct comprehensive periodic risk assessments for all data processing activities, exbllcﬂy / /
identifying and mitigating risk of data leakage, re-identification, and addressing po{en}ial \

threats to data privacy and security.

: : e




\ /\/
3.1.16 Conduct classification of data where certain categories of sensitive data shaH‘rerrrmTTstrlttly

restricted and shall never be shared, transferred, or exported under any arcumstang . \/

3.1.17 Ensure ongoing compliance with legal and regulatory requirements, adjustimemm P
practices as needed to reflect changes in the legal landscape. /‘ \ /
N \

3.1.18 Develop and implement mandatory training programs for all TRE members, er\lsurin”é they :

comprehend their roles and responsibilities, data privacy laws and techniques-to prevent SR
inadvertent or intentional re-identification within the governance frameyrfk \\ N // /
)
3.1.19 Adherence to data governance standards and protocols during the full Iﬁ*e\ycle ¢f the TRE ; / J
implementation. \ e )
3.1.20 The TRE program shall include detailed descriptions of roles for data/product)éWne\r and / \ /\v
outlining their responsibilities in defining TRE strategy, oversight platform development; / /’/// \

reporting structure, membership criteria, escalation hierarchy, and operatlonaLmeIncL

3.1.21 Promote awareness of data governance policies and ethical considerationsiamong >
researchers and other stakeholders. //

\

3.1.22 Implement monitoring and evaluation mechanisms to assess the effectlveness of governance AR /
policies and practices, with special focus on detecting unauthorized accéss attbmpts/ \ \ h
potential data misuse, or re-identification vulnerabilities. / DI / b L

/ e g N

3.1.23 Regularly report on governance activities, compliance status, and any breaches or |nC|dents s
\ )

<

to the Governance Board and relevant stakeholders. / ,,,/X\ ,>\ /

/ [\

3.1.24 Ensure transparency in governance processes, decision-making, and data use outcomes. \

3.1.25 Engage with the public and patients through consultations, advisory grdups and clear\ N e
communication regarding data usage and protection within the TRE. v \ ’
\

/’/
\ N

3.2 FOSTERING TRUST: CONTINUOUS DIALOGUE AND TRANSPARENCY

Ongoing communication and transparency are essential for building trust in the research ‘ecosystem/ T e/ / )
objectives shall be achieved by: - \ \ A\ N
/ / \
3.2.1 Developing and maintaining more than one communication channel ir/rcluding,but not limited \
to digital platforms, public forums, and direct outreach programs for engaging wi\:h the P / DN
public, participants, patients, researchers, data custodians, funders, and relevant \/x/ ) >

N} / §
stakeholders. N / . / J

3.2.2 Utilize plain language to articulate complex concepts, emphasizing the\beneﬂts and )

safeguards associated with data usage in TREs. . ,,/ h e / \\\ e
3.2.3  Periodically host workshops and forums with patients, public groups, researchers and data /
custodians to collaboratively design TRE processes and address concerns. Y
N >
3.2.4 Ensure comprehensive technical documentation on security designs, data protectiori ' \\\
measures, and governance structures is provided for independent review to verify /| \ AN
compliance with standards and enhance transparency. _ /,,/
AN TN N TN

3.25 Facilitate assessments conducted by DoH, ensuring that records are aCCe55|b|e to offer an
impartial evaluation of Trusted Research Environment (TRE) security andﬁef;estweness,i

3.2.6 Maintain a public log of data usage, approved research projects, and otitputs frorh TREs to/

promote accountability. \ \ \ -
3.2.7  Offer training for researchers and data custodians on data ethics, prlvacy protecnon and /
technical aspects of TREs to enhance understanding and capability. N /) NN
3.2.8  Develop targeted educational initiatives to inform the public and patients aboutthe beneflts \
of TREs for health research. / ~ / \
3.2.9  Design organizational policies and practices governing TREs to be adaptable, effeptﬁrely/
~J )
7 \\ /,////\\ 7 \ f
//,,/,/ \\ y
AN X /><\ )
- / N



responding to emerging technologies, evolving data protection standards, arfd%iithhgd'er
feedback. \i;

3.2.10 Develop and communicate clear procedures for responding to data breachemmse—\
including immediate stakeholder engagement and transparent |nvest|gat|on processes

\

3.3 CORE PRINCIPLES FOR TRUSTED RESEARCH ENVIRONMENT - :
TREs operate under core prlnC|pIes (Figure 1) ensurlng integrity, security, and effectlv essinh ndllng .

Ny / N
. \
\
/ \
\\
S / /
- \
/
~ ¢ /
A\ /
o < N
/ /
/ \
/ \ \ \ 3\
/ / \ N \\
/ AN / e ' \
></ \ / \\\\
AN / )
™~ / _ \/
\ N /
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e g \ / \\\
Figure 1: Core Principles of Trusted Research Environment (Source: Conceptualized f(o\m UK H/é\alth Dat/5)<\ /) >
Research Alliance) N /\ g
\\ ’ P
\\ //\\

N \
\\
\\) \\
/ ‘ ‘( \
/ \ NN
\ o/ \\ /
\ \ 9
\ / AN
/ N / ) \
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3.4 OPTIMAL APPROACHES FOR IMPLEMENTATION N

3.4.1  Safe Personnel >

/

3.4.1.1 Access and Accreditation oA

\

/ /

34.1.11 Implement provisions to ensure that access to the TRE is grah\ted s0 ely to) / \ .
individuals with validated credentials who engage in projects tjmt meet the { \

established data access criteria. Eligible individuals |neledn}$mlyst% AN

researchers from healthcare, academia, government, and other kndustrles/ ) ‘
that offer valuable data science expertise. ) / J

3.4.1.1.2 Develop a rigorous certification process for individuals and eﬁga einan

) /
accreditation process for organizations through an authorlze;j éccr\e%’c{on /\v

body for identity and professional status verification, along with com ory / / \
information governance training. - e

3.4.1.1.3 Establish criteria to accommodate individuals from diverse backgrc;pvnds <
such as those with data science expertise from fields like sog;LaJ_menge;
finance, or start-ups. // /

3.4.1.14 Ensure transparency regarding data access, backgroun(fs an?l\intere/ts to! \ \ o ™
uphold trust and address potential conflicts of |nterest all the malntalnmg L
data security and trust.

3.4.1.1.5 Ensure access to the TRE is regulated by a robust autho:zatlon s§</stem Onfff\ . ,>\ /

individuals with the requisite credentials and involve
projects meeting data access requirements shall be granted ent)(
\\ v

3.4.1.2 Responsibility and Accountability

3.4.1.2.1 Organizations must ensure accountability for their employees' act\s by /
ensuring compliance with organizational TRE policies, allgnlng\mihims_\ ;
Policy, and confirming the adherence of each individual. // / a
3.4.1.2.2 Researchers must promptly inform the TRE of any chanées in their/ \\\ \ ] \\
institutional affiliations to ensure that their access ernIeges accurately  / \
reflect their current role and project. \( ‘, P / ~

3.4.1.3 Legal and Ethical Conduct \
3.4.1.3.1 All users must sign legally binding terms of use agreements Mcludmgg:é \ / \\

disclosure agreements to ensure the integrity and security of the TRE
agreements shall strictly prohibit: ~C

3.4.1.3.1.1 Any attempts to re-identify individuals

/
/
/
/
\x/,
/ \
/
/
/

3.4.1.3.1.2  Exploiting system vulnerabilities F AN AN
3.4.1.3.1.3 Sharing login credentials /\ // ‘\\ \ //\
3.4.1.3.1.4 Using data for other purposes ,’/ \ H \/ / \\
3.4.1.3.1.5 Engaging in any activity that discloses the confldentfallty, |nlfgr|ty, or>< ) \\\\N/\/
availability of data, systems, or user accounts within. the TRE) / N /

3.4.1.3.1.6 Attempting to circumvent access to controls, encryptlon measures or\ ) : /
audit mechanisms implemented within the TRE. \ ,/,L/\\\ g d /,’

3.4.1.3.1.7 Failing to report known or suspected security breaches pollcy wolatrons
or unauthorized disclosure within a reasonable time fr. S
. { /

3.4.1.3.1.8 Retaining, duplicating, or exporting data outside the approved,f’I:RE




~ / N 7\
v N ’
\ PN ) /
N A \ /A\/,
\ .
\ N 5 / /,/\
infrastructure, unless explicitly authorized in writing bWW 7\
controller or custodian. \\/
3.4.1.3.2 Implement processes to document and manage decIarations—Qf“FundTng: P %
sponsorship, commercial interests, and potential conflicts of interes;o/ /‘ \ /
maintain trust and integrity in research activities. N \/ AN
// o / S / P \\
\ AN
3.4.1.4 Authentication and Monitoring < \X
/
3.4.1.4.1 Establish robust procedures for verifying the |dent|ty@®wfidual

maintaining up-to-date records of their information governance trélnlng and

N
/.
role-relevant certifications. \\ y ~ \\ /\/

3.4.1.4.2 Maintain detailed logs of user activities within the TRE and enhance
transparency in data usage.

AN

3.4.1.4.3 Implement authorization policies to regulate access based on the/s ecific

approvals granted to each individual. \ -
3.4.1.4.4 Establish clear processes for revoking access to individuals who breafeh"’ \ \ / AN

service terms, including the appeals process to uphold fairness and/ \ NS \

accountability. / /// N RN

/,// \ ~
< A P )
// e \ // \ /

3.4.2  Safe Research Projects
3.4.2.1 Project Justification \ LN ; PN /

3.4.2.1.1 All research projects seeking access to TRE data must furnish'a thorough./ // \\
project description outlining the project's objectives, methodology, \ /0
anticipated public benefits, details of funders/sponsors, ethical apbf\ovals N
from relevant IRBs, and the duration of data access required.

3.4.2.1.2 Projects must substantiate potential public benefit and provide justifica ion / )
for data use to align with the objectives of the TRE and meet ghe ’ \ \ N
expectations of data subjects. / ) ) o \

/ AN e
/ ,f y

N\ / ™

3.4.2.2 Pre-application Support <\ >< ,/< /> J

3.4.2.2.1 Data Custodians are required to facilitate the pre—app\lication proces{for
potential applicants by providing summary statistics, Ii\rnited uery.\ :
interfaces, or direct responses to specific data queries f(\jrxinfgrmed ision v / \\
making prior to the submission of a complete application to the DoH.

3.4.2.2.2 Assist applicants in preparing their submissions effectively by proVTding ‘)x\/
detailed guidance on the data access request process, including N
prerequisites, timelines, and the decision-making framework.”~ [ A/ AN
/ \ A //\
A RN \\
3.4.2.3 Application and Approval Process / g :

3.4.23.1 Data Custodians are required to develop a clear and prpp’/értioné e data‘:\\x/' ) \\\
access request form to gather all pertinent project |nformat|0n is form™ . /

must prioritize transparency and simplicity, with clearly defmed tlmeframes

and requirements to ensure an efficient application procedure 2N ) /

3.4.2.3.2 Applicants must be regularly informed about the status of their appllcat|on e
including any processing delays. A fair and transparent appeals\process must

be established for applicants whose requests are denied. \/ { / \
3.4.2.3.3 Data access requests must include meaningful involvement of paﬂent and k
4 \ //’/\\ 1o\ /
P yd g \\ NP4 N \ -
~ X ) /><\ )



public representatives in the decision-making process, refleW I s
commitment to inclusivity and transparency. \\/
.

3.4.2.3.4 Maintain a publicly accessible register of approved projects,T{pﬁé;ced—iTrr\eﬁl-

time, to ensure transparency regarding data usage within the TRE. This /‘ \ /
register must include lay summaries of projects to make the\nform ion \/ \ ~
accessible to the general public. / P / Vo -

/ pd N

/\
<

3.4.3  Safe Systems and Processes /

3.4.3.1 Security and Data Protection \ =

|- AN

3.4.3.1.1 TREs are required to deploy systems for securely storlngdata/ ensuri
encryption of individual-level data at rest. \

3.4.3.1.2 Data shall be encrypted in use, at rest and in transit. Data encryr;ﬁ keys
shall be stored separately in an on-premise HSM and must be undef the
exclusive control of DoH to prevent unauthorized access. — \ -~

3.43.13 Data Masking to anonymize data and Differential PrlvagytO\q\sure po re-\ \ / AN
identification of data shall be implemented. / \ N \

/
/ / AN S N

3.43.1.4 Strong Authentication and Authorization mechanism%ha%’é%rrpldué >
including but not limited to Identity Access Managemeﬂt Prnwlege Access X )
Management, MFA, SSO etc. / PN A /

3.4.3.1.5 Security designs and implementations must undergo mdependep\ audlts by
the DoH or authorized entities. Disclosure of audit rest,HIs shaﬂ be g verned / \\\ P
by internal policy, subject to data protection and conﬁden‘uahty constr. “cs v ’
The outcomes will be publicly disclosed at the discretion of
ensure transparency and foster trust. \ N

3.4.3.1.6 Implement systems to securely monitor researcher activity \Authmih(_LIRE to
ensure compliance with "Safe Research Projects" and prevent unauth}L{ed / n

data sharing, in accordance with "Safe Personnel" prmorples \ A\ ) \
3.4.3.1.7 TRE providers must furnish assurance statements gua/ranteeiﬂng the. / )

conformity of their processes and systems to secure data ’”oceijmg asper / DN

DoH Information and Cyber Security regulations. < ) >

\\ yd g
/ P - // J

3.4.3.1.8 TRE providers must permit individuals to specify soft\mrcw
reference data, and configurations for deployment within thelr Safe Systems.
These specifications are subject to a review process andsecuﬂty ass ssment / \\
in a sandbox environment before deployment to ensure compllance
TRE policies and security standards.

\\

3.4.3.2 Analytical Tools and Software N N

3.4.3.2.1 Offer a Safe research environment furnished with a comﬁghenswe ﬁ(ray of \ ’ //\
analytical tools. This environment must rigorously prevent data egress ) e !

ensuring data cannot be exported or copied to externaszs:cems . \
3.4.3.2.2 Support the import of additional data, software, and afgorlth ms és needed><; /> \
by researchers, subject to a review process to ensureﬂsecuﬂty_and /
compliance with organizational TRE policies and in allgnment with thls Pollcy /
/ /\ /
3.4.3.2.3 Facilitate ongoing collaboration among project membe?s\pygrantméaccess\ /
to internationally recognized and authorized collaboration software within
the Safes environment. This shall encompass tools for versi d *ﬁﬁ/ —\
shared document access, ensuring adherence to global standards. N N
yd ] \
N, :
// \ "’/\\\ 12 \ f
% - / \\ Ny A h N
< A <. /



\\ N / /
S //\v’
. AN
3.4.3.3 Outsourcing and Cloud Computing Security \\
3.4.33.1 TREs utilizing public cloud services must be engineered to pre\”/ént data "/ |\
access by cloud service providers, ensuring data confldentlah\y and yte/glty/ \\ /

and implementing "Safe Computing" within the Safe System \ S/ )

3.4.3.3.2 Cloud Security shall align with all the Sovereign Contrelsf/esléBH§hed:by@AE . N

and the cloud security requirements from DoH. P \X ) /

<

P ) |
/ N /\
3.4.3.3.3 Establish contractual arrangements with third-party Rﬁ@eﬁ&eﬂongﬂée— — J

security design and engineering, to minimize the risk of data securlty

A ) /
/.
breaches. \ yd N A\ /
NP \’/ \

/
3.4.3.3.4 Data stored in the cloud must be encrypted at rest, in use and in transit with / L
encryption key management infrastructure configured to ensure tbat only e
Data Custodians control the keys. > ﬁi:x<
3.4.3.35 TREs must ensure transparency regarding cloud security measures by/ 1\ - k
publishing comprehensive reports on cloud security deS|gn and AN /
implementation, detailing measures to prevent data access b\y cloud/serwce \ o \\\
providers and maintaining data confidentiality and |ntegr|ty PR b L \
3.4.3.3.6 TREs must include the latest security technology stack as per requlrement s
< A
from DoH 1CSO. / NN e
244 Safe Data \ N / /\
3.4.4.1 Data-sensitivity levels \ X
3.4.4.1.1 For operational clarity, data held in the TRE are classified into fot]r\eyels of -

sensitivity. The level assigned determines whether the data may//l,ea\/e the
TRE and what controls apply. Export permissions are enforced through the~ |

Airlock process described in Section 3.4.5. PN / \ /
P \ \ N N
/ \ / ) \
// ,f \ e
e Level 0 — Aggregate / non-identifiable. Summa}y/s’tatlsgc(ics such ~ / g
as GWAS results, allele frequencies and incidence counts. Export is permitted after stat}stlcal dvsclosure/ - /> ‘J/
control and Airlock approval. v S
\

e Level 1 - Variant-call files (gVCF / VCF) and phenotyye tables that N
contain indirect identifiers only. Only Level 0 aggregates de%&d // \\

from these files may pass the Airlock.

e Level 2 - Alignment files (BAM / CRAM) remain inside théTRE and ‘;;x/
only Level 0 aggregates may be exported after statlstlcal disclosure O
control and Airlock approval. / f/‘ AN

e Level 3 - Raw sequence feeds such as FASTQ a@STS are/etalrted \ ) / \

on secure in-house storage and are not released. L
/,,/ - \\ % h \\
< A P ) >
3.4.4.2 Data Accessibility and Usability N /\ pa /
3.4.4.2.1 Data Custodians are required to share descriptive, semantic, ang\'cééhnical \ /
metadata for datasets in both human-readable and machine- réadable /\ "
formats to maximize the accessibility and usability of datasets within the / e
TRE.

3.4.4.2.2 In Safe Data environments, pr|or|t|ze the cIar|ty and acce55|b|llty of da)a




\ AN
\ PN ) /
. //\v,
\\ yd \
when access is restricted to programmatic methods rather tI’TEWVTrtUEﬂ
Desktop Infrastructure (VDI). N (
.
34423 Ensure the effective, scalable, and consistent communlcatlonvﬁdataset
utility to enhance its usefulness and facilitate the assessment and /“‘ \ /
comparison of datasets from diverse sources on a Iarge scale\ \ / \ y
3.44.2.4 Adopt common data models (i.e., OMOP and FHIR) to/ enable/é collaboratlve 7N
research environment. \ N /
< \ X )
3.44.25 Implement provisions to delineate the essential metadata required for -~ ./ \J

onboarding procedures that simplify the researcher’s\ability*to seareh,

organize, and filter datasets based on metadata rather than the/r\akw data /k /
itself. N7 /\ ///\v
V )

\

3.4.4.2.6 Data must adhere to the principles of Findability, Accessibility,~_
Interoperability, and Reusability (FAIR) to ensure its optimal utiliz\ét>'0n and
effectiveness. p

3.4.4.3 Privacy and Security < \ N \ /

/ yd AN /
3.4.43.1  Ensure organizational procedures provide comprehenﬁ%as'rw — —/ \
understandable explanations for eliminating direct identifiers from source \ \
data assets prior to onboarding into the TRE. This involves em’ployln ,’ / N
uninformative pseudonyms to substitute direct |dent|f|ers ‘thereby | \ v )

safeguarding privacy while preserving the data's utility. \\ ! - \
‘\///

3.4.4.3.2 Standardize application programming interfaces (APIs) utilizing
contemporary technical capabilities in computing standards

3.4.433 Ensure that technical documentation required to engage with APIs is readily \ /
~ N \ N
accessible to the public and provided free of charge. / T \ \ 7 \

y
/

/ N ,,
3.4.43.4 Implement robust security measures for user authentication.” AN ] )
?nﬁ' N / N
3.4.4.3.5 All data within the TRE must be encrypted both when stored and/during / ) >
transmission, serving as a compulsory security measure toSafeguard against / J
unauthorized access and potential breaches. \ N g

\ A\ \ PN
3.4.43.6 Provide data linkage services to support the merging ofd\at,as/e/”"tﬂys Wimze — ’ \\\ /
TRE or with external data sources, contingent upon obtaining appropria v ”
consents and permissions to expand research opportunities ) Ilowin
more comprehensive and nuanced analyses.

S
3.4.4.3.7 Enforce data minimization practices commensurate with theseﬁs'rt'w'r‘tthf/ - N /
the data and approved use cases. AN 7
3.4.43.8 Access controls must be aligned with minimum necessary use, ensuring e \
privacy while facilitating appropriate data access. ~ / g /
//,/ 2 \\ N \\\
< A ) >
. ope N /\ /
3.4.4.4 Project-Specific Data Spaces AN /

the safe environment to facilitate the integration of additlona senshwe data

3.4.44.1 Establish the capacity to construct secure, project- speuflc workspaces wnthm /\ /
or support research requiring isolated environments, thus ensuring both L "/

privacy and security. <\ \
3.4.44.2 Enable customized provisioning of data within project-specific spaces, , .
. N,
/\\ \\
4 . \/ 14 AN /
/ \ / )
/ N / )
/ .
7 \ AN
7 \ N AN
N A ) /><\ )



N / N /A
v N ’
\\ ///\\ / //’
. e \ /Av
\ /
\ e X J ///\
tailored to research requirements and approved project sccpes*ttﬂumfort z
hypothesis-generating research within the broader boundaries of proj)ect \\/
approval. .
e / \ y, \
3.44.4.3 Ensure the preservation of data integrity and the enforcement of multi \ /
tenant security and privacy within project-specific spaces. Tms |nvol es \ Py
limiting data access to authorized project members and |mplemen1;|ng ? {
rigorous data protection measures. < _

\ / / ]
3.44.44 Data provisioned for specific research shall be utilized solely for ﬁ(he scope/é( /> J
the research and shall not be utilized partly or whollviegﬁye%hev— !
requirements including another research even if appered

///\\ / ,/
34445 Data provisioned and accessed shall not be shared furthér oroutside / //\/
research team approved by the IRB. LN / \

3.45 Safe Import, Output and Release /,/
3.4.5.1 Import Controls and Oversight PN / A /
3.4.5.1.1 Establish a rigorous Airlock procedure for receiving datasets, software, \ N
container images and portable media destined for analysis inside the TRE. RN
3.4,5.1.2 Require every submission to carry a manifest detallmgﬂe type, §|ze data X ” )
origin, checksum, and the approved research-project re?éc@nc& /\ /
3.45.1.3 Run automated anti-malware, vulnerability, and checksum valldg\lon on all . ' /
inbound files before human review. . / \ / yd ’ \\\ P
3.45.14 Hold imports in a secure quarantine zone until the TRE Operations Téam </
confirms the manifest, verifies that no direct identifiers or disallowed file e
types are present and authorizes release to the project workspace. - >
3.45.1.5 Assign authorized TRE Operations staff to supervise Airlock imp(;rt requests,
supported by the Data-Custodian oversight group. PN / ;\ /
3.4.5.1.6 Maintain clear documentation and training on approved file fOrmats \ N \
container recipes, whitelists and security prerequmtés to streamline the .

import process.

P g > AN

34517 Log the manifest, reviewer ID, decision and date in the b\é\mjane’nt audit” / J

record, and publish aggregated KPIs—such as median\turnaround time and ~N ’
rejection rate. \ LN : N /
. i S
Y X’ y
3.4.5.2 Ownership of Research Output k\\ ) /
ix\
3.45.2.1 Establish a legally binding agreement that defines the ownership and N
intellectual property rights and associated responsibilities. This includes , but./ N
is not restricted to, publications, datasets, software, and rithms ~ //
g alsarthme /- TN
developed as integral components of the research process. ey \
3.45.2.2 Promote the dissemination of research outputs W|thm¢he4:on£me543ﬂegal ~
and ethical requirements. /,/ \ . ) Y
h /
3.4,5.2.3 Establish provisions to foster collaboration while honomgihemtellectual /
property rights of all contributors. \ ¢ \

\ |\ / /
34524 Ensure that organizational policies are in accordance withxthe”terms*e\utlined /\ S
in research funding agreements, which may specify particular requirements
concerning the dissemination and utilization of research ou = \ 7\
N




3.4.5.3 Export Controls and Oversight

3.453.1

3.45.3.2

3.45.33

3.4534

34535

3.45.3.6

Data classified as Level 0 may be exported, subject to panel revieyywa'\nd > \\ ’
Airlock approval. Levels 1 through 2 remain within the TRE;OTﬂVld'EﬁVHﬁVE/ %
Level 0 outputs generated from Levels 1-2 are eligible for export af;? /‘ \ /
statistical-disclosure control and Airlock approval (see Jevel deflnltl sin \ ,
Section 3.4.4.1.1). // PRRS / o {

Prioritize minimizing data to only what is essential for rg}({rtlng\results W

S N

accommodating cycles of rejection and revision as neel

Designate personnel to supervise airlock export requests, with supp?)rf from

an oversight group.

\

hile N
d. />< //)\/\ / > \J

Maintain comprehensive documentation and mandatory training prog / /

on export options, summarization technlques and mlnlmlzalmnmctmes tO

streamline the review process.

Establish Key Performance Indicators (KPIs) on the speed and_eﬁtcuingwf

the export review process within TREs.

Employ statistical disclosure control policies to assess data e\port reﬁuests, \
with documentation openly available detailing the crlterla useﬁ for(_ / T

evaluation.

3.4.5.4 Archiving and Follow-up Access

3.454.1

3.45.4.2

3.45.43

3.45.44

Implement a mechanism for stably archiving datasets \Mthln)zi'\e TRI that | /

\ PN / /
] \
z

\\

e
//

support publications but are restricted from export due to’ prlvacy conc hs "/ o

Assign externally visible identifiers to these datasets for referenée\ e

publications.

Establish provisions to enable temporary access to archived datasets for\ |
publication reviewers upon request, ensuring controlled access that}p%lds \ /

the integrity and validation of the research review pro/c/éSS. AN \ N \

/ N
Offer services within the TRE to archive entire project workspaces for__

y
/

defined durations, facilitating the preservation of |nterme€iate é&ﬁtasets ‘a‘n%/ > N

enabling follow-up or related research.

3.4.5.5 Project Close-out and Secure Destruction

3.455.1

3.45.5.2

3.4553

AN / S /
N J ~ ) J

™ - A \\
Within 30 days of project expiry, the Principal Investlgator must submijt 3™

Certificate of Return or Destruction (CORD) attesting that all tempqrary ! /
working copies stored in the project workspace have been deleted or A

migrated to an approved archival location within the TRE, and listing any, —f

e
derivative datasets retained under a new ethics or data-sharing protocok.|

As part of the project off-boarding checklist, the TRE Operations Te”é{ \

disables user accounts, removes SSH keys and freezes export logs in._

accordance with UAE data-retention law.

e - N
e \ N
/ \ N

Each quarter, the TRE Operations Team spot-checks at [east ten/percent of AN /
closed projects to verify the accuracy of submitted CORDs and reports ‘the

findings to the Data Custodian oversight group.

<\
. \ AN
N \ \
7 \ / YETERN /
/ \ / /\
/ { )
- <
/ \ \
/ \ " N
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3.4.6

Safe Return

3.4.6.1 Ethical and Consent Management

3.4.6.1.1

3.4.6.1.2

3.4.6.1.3

3.4.6.14

3.4.6.2 Data Accuracy and Integrity /\ / \ \

3.4.6.2.1

3.4.6.2.2

individual consents and withdrawals. N

\

Ensure that the Safe Return of results to individuals or their héaIt'HQ/are /

providers is conducted exclusively for participants WHQW“% / N

consented to this process.

Validate that Safe Return processes are backed by etm%pzd al?m—
nbe

DoH, delineating the conditions under which research\ flndlngs ca

returned to the clinical setting for the benefit of |nd|V|duaI pgﬁ@ \\s‘ / \\ /\v/
/
V)

Maintain detailed documentation of consent forms and ethlcal approvalsto-
validate compliance and accountability, serving as a foundation for the / \
ethical management of the Safe Return process. > > )

Establish a comprehensive Health Information Systems (HIS) to tracV\ \
\ / \
/

)

Data quality including accuracy, integrity, completeneﬁs and r ;Ievance shall PEEEN \

be maintained as per the relevant standards and pohcres;sfabhsheoLbTBoh —

from time to time. < X < )

N /\ /
Prioritize the overall data quality requirements of cllmf%%rt?remfdrﬁgby § .

clinicians, emphasizing the potential for research utlllz\atlon to %ﬂ(f \ /

/ g /
additional clinical insights. \\ P \/ / N
\ \




4. Policy Roles and Responsibilities

e OQverseeing this policy implementation to gn"s”/Ure a safe, /’
secure, and trusted research environment withip ‘the \ N
Emirate of Abu Dhabi. \ \ /

e Review and approval of research pr(}ocols, especqally ]
involving human subjects or investigational products. RN \

e Conducting audits, inspections, inx);stigafl\onige/ \ /

ensure compliance. PN ) J
areyss—aboutg

e Engaging in public outreach t < .
regulatory processes and research |ntegr|ty \ ) ‘ /

e Safeguarding the rights and Well be/rm resgér\ch ///\v/
participants. \ / ,// >

e  Fostering collaboration between stakeholders, hcare— = \
providers, researchers, and industry stakeholders to >; \

N

The Department of Health (DoH)

promote research integrity. ) ‘ N ;
e Ensuring adherence to research |ntegr|ty reqmrg,r(ents /
PN , \\ .
outlined in the E)ollcy /./. . / \\ \\ ” .
e Participating in research a</:f(|V|t|es \ ethically jand \
transparently. / PN o \

e
e Reporting any instances of research r&iscondu&nf

breaches of integrity to the DoH.
e Upholding confidentiality and prlvacV\ standards when
handling research data or part|C|pant |nforma\on ) A~ /
[ /
e Staying informed about the DoH i‘eun ementéx@(best / -
practices in research integrity. \ P
e Collaborating with all involved stakeholdekwﬁomote aj \
culture of trust and transparency in research. \/ )

e Engaging in ongoing education and trammgjo_enhance—g/

understanding of research ethlcs and Wm:e /
obligations. ) \ \_ \

~ \

e Conducting research with |ntegr|ty and transpare}my, \ Y \
aligning with this policy require

e Ensuring data accuracy, reliability, and security throug
the research process. ™~ /
e Incorporating patient perspectives and fee;iﬁack |nto ‘\
research design and |mplementation / N
e Collaborating with licensed healthta\re profess\law and _ \\
the DoH to uphold ethical standards. /
e Engaging in interdisciplinary collaboratlc)n\o ensure |
comprehensive and robust research outcomes. . >
Healthcare Analysts, Researchers, e Innovating responsibly, considering th&gotenttal_lmpact%/

and Innovators on patient care and public health. 7
e  Participating in continuous educatmﬁ}ng tra'!n,,' g t0\§<,t'ay N

S AN \

DoH licensed Healthcare
Professionals

/

\

updated on research best practlces \ ™ ) \

e  Reporting any research integrity bLead/J.esor rmscanduct m’”
the DoH. / XR \ yd / AN

e  Contributing to a culture of trust antLaccoun ablllty w)|t<mn\ /\

the healthcare research community. - N /

e Adhering to ethical practices whEn colle}mg\analyz/\)mg, /\ J

and disseminating research data. \\ A

e Leveraging analytical skills to interpret- research flndlngs// / P

accurately and ethically N ) \

\\\ \

/ /

/ [\
/ AN / S/ \
/
S \ AN



e  Establishing and maintaining |nst|tut|ona| pol/les and /
procedures in alignment with this Policy.

e Providing resources and support for researeherﬁefonduct—g
human subjects research ethically and respon5|bl \\ /

e  Ensuring compliance with the DoH req\mreme ts for the \
protection of human subjects.  / / ' { \

e  Facilitating Institutional Revie f RB)—e{—Ethresf ,#
Committee review and approval rocesse§< for reseagfh
protocols involving human subjects. > / ” .

e Training and educating researchers analysts,/mnovators
and staff on ethical conduct and DQH comerance in human
subject research. o / \

* Monitoring research activities to ensure adherene o
approved protocols and ethical standards. .

e Investigating and addressing any instance} of non- >

Authorized Healthcare Facilities and
Academic Institutes to Conduct
Human Subjects Research

compliance or research miscondu%pr—empﬂy and—g
appropriately. / /
e Fostering a culture of ethical resear«;h comfluct and NO TN

transparency within the |nst|tut|on’through communlcatlon \
and collaboration among stakehdldh AN

e Safeguarding the confidentiality, ntegrlty, aﬁ'\d avallabﬁ\‘ty ,>\ /

of research data in accordan tabhshetk DOH% R
Standards and all Federal and Iocal laws andﬁegulatlons of

UAE. o / \\NC// / \\
e Implementing appropriate data management practices to”

ensure data quality and reliability througheu%t—h&researc —
lifecycle. \ N

/

e  Facilitating access to research data for autho,rirz'ed purposes
while protecting privacy and confidentiality. VN
e Establishing data access and sharing. agreem ts \with . / AN
researchers, analysts, and innovators to ensure compllance Ny \
Data Custodians with legal and ethical requirements. N '

e Providing support and guidance to/n_{sear(&yders analysts; / N
and innovators on data handling, storage an securlty/b(

practices N / J
e Conduct regular internal audl'ﬂ§ and assessments to
monitor compliance with data perectpn measures /and o X
address any vulnerabilities or breaches. 8\ Vv \\
e Collaborating with researchers, anmg—mator%
institutional leaders, and DoH to promote transparency \/

and accountability in data custodianship. N /
e Participating in ongoing training and professional AN
development to stay informed abou erglng/ends and - //\

best practices in data management and security.

/

e Stay informed about the purpo§e—rj?ks—and1)eneﬁts Ufi

research participation. < )
e Provide informed consent before nartncrpatlng ln anv /
research study. \ - ,
Study Participants and Public e Advocate transparency and accountablhtA\lh research ////
practices. ~ -
e Report any concerns or misconduct ebserved durlng P
research participation to DoH. \/ \

e Engage in ongoing education about research ethlcs andthe
importance of trusted research environ

/ \
/ \ \\\\ /
// \\ // \\ 19 \ 1
/ / N / )
J .
7 \ AN
/ \ e N\
< A DS / >



\W

e  Setting clear expectations and requwementm‘o)esearch \
integrity and transparency in funding agreements and
grant proposals. L

e Conducting due diligence to evaluate the credlbl y and \ /
reliability of research proposals and\the j, egnty /of \
researchers and research |nst|tut|pns }

e Monitoring funded research proj reeevﬁphan /Aﬁ
with agreed-upon standards and peolicies. <€ )
Research Funders e Providing guidance and resources to ers on. thical \J

. Supportlng initiatives to prompte tr psparency /and /
reproducibility in research findings.™ \M \ N
e Investigating claims of research mlsconduct or breac 3//
integrity and taking appropriate action, inc dlng fundlng \

suspension or termination if necessary.
e Collaborating with research institutio

\

stakeholders to address systemic chaIIenges and pp/ote \ / .

a culture of research integrity. e \\ // \\ \\\ \\\
/ \ N
/ o / ) \

5. Policy Scope of Implementation /\ i
/

The policy applies to all research endeavors conducted within the healthcare domain, encompassmg cI|n|caI
trials, observational studies, health data analysis, and health services research. It exte dsto )/healthcare
professmnals researchers, analysts innovators, clinicians, administrators, and staff qulve in research /
activities within the organization. \

\ /

This policy pertains to research involving human subjects, medical records, patient data, biologicalw,f |
specimens, genome data, and other healthcare-related information. It applies across various healthcare
settings, including hospltals clinics, research centers, and academic institutions affiliated W|th healthcar‘ )

delivery.

/ \ 7 ] \

The policy implementation spans the entire research continuum, from protocol dev
review to data collection, analysis, and dissemination of research outcomes. It is desig to ensure the. \/ AN

highest standards of research integrity, ethical conduct, patient safety, and data priv \( W|th|n he )
healthcare research environment. / /\

culture of trust, collaboration, and excellence in healthcare research, uItlmater contrlbutlng to improved

Through comprehensive training, education, and oversight mechanisms, the TRE Pollcvsee 'to foster a i 5\”//
patient care, healthcare outcomes, and public health.

6. Enforcement and Compliance ~
\L 7\
DoH may impose sanctions and penalties concerning any breach and /or non- compllance underthfs Poliq> e \
in accordance with the disciplinary regulation of the healthcare sector. / '
e ” ~
e \ S S

A transparent reporting mechanism shall be established for individuals to report suspéqted VIO| tions or%\ ,> >
concerns regarding research integrity. Reports of non-compliance or research mlsconduﬁkgan,b ed - AN
anonymously to encourage open communication and accountability. \ N pd \ N /

\\ ’/// \ /) / /
Reported incidents shall be promptly investigated by the Abu Dhabi Health Research and Te”ChnoIo\y 7 N
Committee (ADHRTC) impartially and thoroughly, involving appropriate documentation, interviews, and\

evidence collection.

N ) \

Depending on the severity of the violation, corrective measures may include warnings, sanctloryresearch
protocol revisions, or termination of research funding or privileges.




7. Monitoring and Evaluation /

\ /
The DoH shall ensure ongoing compliance, effectiveness, and improvement of policy impleﬁenta;j/ nby:\ / \
/ \ N\ ) \ \

A\

/ \

\

Compliance Assessment: Regular audits and assessments will be conducteq to ensure adherence
to the TRE Policy. Compliance reviews shall encompass various aspects of research activities, - \
including but not limited to ethical standards, data management practices, a protoc . )L/
adherence. ~

Data Analysis: The collected data based on predefined indicators related to ifesearc /H'TtQ rity,
ethical conduct, participant protection, and data security shall be analysed to\de, ify trend ar}éas\/
of non-compliance, and opportunities for improvement. .

on policy implementation, informing ongoing refinement efforts. Continuous improve
initiatives shall be guided by monitoring findings, ensuring alignment with evolvmg stﬁndards/hd
practices.

Feedback Mechanism and Continuous Improvement: Inputs shall be gathered from s;cbgcﬂders \
nt OO\

/ N , \
Performance Metrics: KPIs shall be defined to track progress towards pollcymbjectlves an(d >
compliance.
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