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1. Abu Dhabi Healthcare Information and Cyber Security (ADHICS) Standard Introduction

1.1. Introduction

The Department of Health(DOH) intends to establish theAbu Dhabi Healthcare Information and Cyber
Security(ADHICS) andarch A OOOAOACEA ET EOEAOEOA ET 0O0OBPDI OO0 1T £ $/
endorsed by$ / ( Bx@cutive CommitteeThe provisions of this Standard are harnwed with industry and

international expectations towards Information Security

The adoptionof ADHICS &andard byDOHregulated healthcare entities wiirepare andenableAbu Dhabi
Health Sector to uphold privacy and security. Its implementation complemOO ' T OAOT I AT 68 O EI

towards Health Information Exchange (HIE), enhancing security and public trust

1.2. Document Organization

This document is organized in two sections:

T O3AAQESGT AAEET AO OEA ET OO1 AGAOI OUh CiAbADHaAT AA AT |
Healthcare Information and Cyber Securfiyogram;
T O3AAQEI 1AT AOI AT 6O OEA Ai1 06011 OANOEOAI A1 6O 1T £ OEA
1.3. Overview

The requirements of this Standard are based on governmental and industrial demands, anenation
Security and Cyber Security international best practices. DOH has invested time and effort to understand
the demands, define Abu Dhabi Health Sectpecific Information and Cyber Security requirements, and

define timelines towards compliance.

Figure 1: Abu Dhabi Healthcare Information and Cyber Security Standard — Relational Representation

® PUBLIC/ ol =<
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The Standard focuses otthe specifics of protectingand/or securingpersonal health informationlt defines
the controls applicable to healthcare entities based on their capability, maturity and risk environment
Compliance with thisStandard increases Infonation assurance level between healthcare entities, public

(citizens, residets andvisitors) and governmental bodies.

1.4. Purpose and Background

OAOEAT 0068 O0O000 ET A EAAI OEAAOA A1 OEOU AT A EOO OOAEA
in healthcare management. Agersonal healtinformation is regardedasthe most confidential of all types
of personal information it is essential that healthcare entities and professionals, inclusive of

management/support/administrative/clerical staff memise
1 Ensure confidentiality, and maintain privacy of subjecifscare (personal health information)

1 Protect the integrity/accuracy and quality of health information, to ensure patient safety and such
information remains valid through its life cycle to baditable;

1 Confirm such health information is available, to the right entities/systems/resources at the right
time, to support effective and organized delivery of care, and to prepare and predict future
demands & trends, and;

1 Ensure thathe healthcareentity meet unigue demands to remain operational in the face of natural

disasters, system failures and denizft-service attacks.

ADHICS Standard outlines the control mandates essential to protect health information during its creation,
maintenance, displayPD OT AAOOET ch OOACAh OOAT Oi EOOETT AT A AEODI «
confidentiality, integrity and availabilityincluding authenticity, accountability and auditabiliiyje Standard

defines governing principles, essential to establish andrafee a successful Information Security Program

by Abu Dhabi Emiratdased healthcare entities. It summariz@socedures and technical standards that

should be incorporated and sets out requirements and desired goals at various levels of a healthcafe @ntity

maturity, operational complexity and risk environment.

Application of thisStandard is based on the risk appetite, defined in Section Risk Managementand

Section 6- Control Adoption, Compliance and Audit

By implementing this Standartiealthcare atities and/or other custodians of health information will be able
to ensurethe minimum requisite level of security that is appropriate for théonuphold public trust, improve

delivery andmaintain the confidentialityaccuracy, qualityand availabilityof personal health information.

Adoption and application of the requirements of the Standard is based on the approach and criteria defined

in Section 4 Risk Management, and Section-6ontrol Adoption, Compliance and Audit.

® PUBLIC/ ol — ¢
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2. Abu Dhabi Healthcare Informdion and Cyber Security Standard (ADHICS) Scope &
Applicability

2.1. Scope and Applicability

The scope of ADHICS&hdard:

1 Covers all DOH regulatetiealth careentities and services within the Emirate of Abu Dhabind
shall be applicabl¢o all healthcaremedical facility(s),healthcareprofessional(s) and support staff
who have access to patiend health/diagnostic/personal information, diagnostic lab(s),

pharmacy(sandinsuranceprovider(s),

1 It includes mformation (in physical and digital formsinedical device and equipmentapplications
and software, information system, physicalinfrastructure flata cente, access barers, electrical

facilities, HVAC systemsgcure areasgtc.) and human resources (in support of care delivery)

I This standard applies tong/all systems and applications fully owned by healthcare entity, as well
AO EAAI OEAAOA A1 OEOGUBO AAAAOGO AT A OOACA T &£ PAOC
utilised within Adu Dhabi Healthcare ecosystemHh&afiya portal, Health Information Ekx@ange

platform, DoH eServices, Medical Tourism portal, etc..).

1 Applicability of specific control mandates/requirements of the Standadsddefined based on the
maturity, operational complexity and risk environment of the implementing entity, as defined in

Section 4- Risk Management and Sectiorg®Methodology.

1 The content of the standard, while comprehensive, is not exhausbepending completely on the
adoption and application of the Standard without due consideration of the actual or tangible
businedDO OANOEOAT AT OO AT AO 110 AAARNOGAOGATI U AEOAEAOC
responsibility to provide and maintain healthcare information security thptotects the
ET &l Oi dedlidentilify,Gntegrity and availability.

The development and appation of Information Security policies and procedures, additional or as required

by this Standard, is the responsibility of participating/implementing healthcare gntit

® PUBLIC/ ol — ¢
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2.2. Benefits

By adopting and complying with the provision of this Standard, healthcanéties demonstrate their
ATT T EOI AT O OF OPEITTA "1 OAOTT AT 0680 OAI OAOh AT A OAAO(

information. Thefollowing are the benefits to be derived by an entity from implementation of this Standard:

1) Enhandng trustinindivE AOAT j} BAOEAT 0q OAI AGET T OEEDPOYd 4EA 30
whole organisation, not just IT, and encompasses people, processes and technology. This
enables employeesnd patientsto readily understand risks and embrace security controls as
part of their everyday working practices.

2) Increased predictability and reduced uncertainty of business operations by lowering information
security-related risks to definable and acceptable level

3) Clarity on information ownershipWhen a business grows rapjdit does not take long before
there is confusion about who is responsible for which information assets. The Standard helps
businesses by clearly setting out informatiomwnership andisk responsibilities.

4) Reducing operational costs by providing predibte outcomes mitigating risk factors that may
interrupt the processservice, outcomes, values and/or assets.

5) The Standard takes into consideration géhaccepted global benchmark for the effective
management of information assets, enabling orgaaiions to avoid costly penalties and
financial losses.

6) Decreasinghe likelihood of violationof data privacy

7) Enabling new and better ways to process electronic health related transactions
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3. Abu Dhabi Healthcare Information and Cyber Security (ADHICS) Govemae Structure
1 OAOT ATARA EAO AAAT AAOAOEAAA AO OOEA OAO 1T £ OAODIT
executive management with the goal of providing strategic direction, ensuring that objectives are achieved,
ascertaining that risks are maged appropriately, AT A OAOEAUET ¢ OEAO OEA Al OAODC

OA ODPI T mfrAatith&ecurity governance is a subsebojanizationalgovernance.

The governance structure of the Information and Cyber Security program is based on Faddralocal
Government mandates, and is aligned with the principles of corporate governance. The establishment of
Healthcare Information Infrastructure Protection (HIIP) Workgroup at Abu Dhabi Health Sector level, with
participation from all sector operator®r healthcare entities, is essential to ensure collaboration and

coordination of efforts towards Program implementation and progression across Abu Dhabi Health Sector.

Healthcare entities shall establish independent internal structures, appoint Chiefrniafiion Security
Officers (CISO) to lead the structure and allocate other appropriate and competent resources as necessary to
coordinate, implement, comply, enhance, maintain and manage Information Security demands as required
by:

1 FederalandLocal Authoriies

1 Legislations and Regulations

1 Local entity needs and risk environment

91 Industry specific needs

The entity Management shall fund the program withdafined Information Security budget. The funding
shall be prioritized based on needs, appropriate to addrerisk environments that would impact

Governmentinterest, publictrust andentity objectives.

Healthcare entities shall submit quarterly progreasd compliance repors, approved by the Chair dhe

compOAEAT OEOA OAAOOEOU OOOAOACU OE A Os stategy AmibusitedsE O1 U | E
processes. InformatiorSecurity shall bean integralcomponent of enterprise governance, aligned with IT
governance and integrated intaorporate strategy, concept, design, implementation and operation.
Protecting criticalclassifiedhealth informationis a priority demand, and shalbnstituteEAAT OEAAOA AT OE

major risk environment

1 Information Secutly Governance A Practical Development and Implementation Approach, by Krag Brotby
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Healthcare entities should implement the following Governance Stiovet

Executive Oversight

Key Advisors:
Q Entity Strategy Division/Department/Function
=] Risk unction

AD Health Sector — HIlP Implementation Strategy & Planning
Workgroup Chairperson

+  Compliance, progress, incidents & risk

0 be reported by healthcare entities a Risk unction

O Intemal Audit & Legal Affairs Division/Department/Function

* Escalations and periogic meetings will
be coordinated by the chairperson

Operationalize Implementation

AD Health Sector - Operators

Figure 2: Abu Dhabi Healthcare Information Security — Governance Structure

The Governance pyramid is led by Information Security Governance Commiitteee Committed ©le is to
provide management oversight and direction for both physical and logical aspects of information setturity.
is chaired by the entityd Onominated/gpointed senior/management resource, andncludes
Corporate/Business Leaders arsnior Management members from acrosBe entitU 8v&rious business
lines. It shall have adequate power and authority, with a quorum strength of 60% to conCoictmittee

meetings.

Important Committee decisions orthe entityd dformation Security affairs will be communicated to the
Chair of Abu Dhabi Health SectgrHIIP Workgroup, through entity HIIRPWorkgroup. TheCommittee will

have the following role:

1) Provides direction and recommendationsto the entityd @IIP - Workgroup on the overall
strategic direction and prioritieg support ofthe Governmen® iBterest, publictrust andentity
objectives concerningnformation Security and €chnology.

2) EnforcesADHICSstandardsand policies, and monitors compliance

3) Recommendand allocatesadequate budget towards entity Information Security initiatives

4) Actsappropriately onHIlIPteam reports concerningnformation Security performance metrics,

security incidents, investment regests etc.

® PUBLIC/ ol —<¢
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The Committee relies on feedback and reports from the HIIP and other personnel from vdtiogsons namely
Strategy,Medical & Clinical Affairs/Practicelsiternal Audit, Enterprise Risk Management, Compliance, Legal and

othersto ensure thathe principles, axioms and policies are compleith in practice.

The next layer of Governance is led by Healthcare Information Infrastructure Protection (HIIP) Worktdroup

Al 1T OAET AGAO AAOQGEOEOEAO xEOE 0) I prundibnlbudidessEveriicals3 OAEAE |
ensuring that suitable Information Security policies and procedures are in place to support Abu Dhabi
Healthcare Information and Cyber Security Standafthe team is led by the CISO, who shall also be the

entity point of contact b coordinate information security related matters with sector regulator, and
comprises of members from variodsusiness andsupport verticals. The HIIP Workgroup will have the

following roles

1) Developing hformation Security polidges and ensuring their compliance with the principles
approved by thdnformation Security Governance Committee

2) Coordinating andnanagingthe Information ®curityinitiatives and itscontrol demands

3) Periodically reviewing thelnformation Security polices to ensure the efficiacy and
effectiveness of contrdlisk environment andecommending improvements whemecessary;

4) Reviewing and monitoring compliance with the paéis and assisting inlnternal Security aidit
and selfassessmenprocesses;

5) Identifying significant trends ath changesn information security risks and, where appropriate,
proposing changes to the controls framework and/or policies;

6) Reviewing critical security incidents and, where appropriate, recommending strategic
improvements to address any underlying rootuses;

7) Periodically reporting on the status of the security controls to th@ormation Security
Governance Committee and to the Chair of the Abu Dhabi Health SectorzMuU&rkgroup;

8) Conductinformation Scurity awareness campaigto enhancelnformation Security culture and

develop understanding of the requireznts.
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At the bottom of the Governance pyramis OEA O) I 1 ATl AT OA @Bnh. TThe Be&AiE AET 1 AA
responsible for the day-to-day operational activitiesof implementation and maintenance of
requirements as needed by the Standard. The team comprises of Information Seooffiters,

information technologyprofessionals, andhusiness representatives. The role includes:

1) Day-to-day operational activities forimplementation and maintenanceof the Information
Security Standard and respective policies and procedyres

2) Ensuing suitable technical, physical and procedural controls are in place in accordance with the
Standard and aramplemented atall levels within the entity.

3) Collecting, analyzing anteporting on information security metrics and incidents;

4) Reportingto HIIPz Workgroup confirmedor suspected policy violationdnformation Security

5) Evaluatng compliance with thelnformation Security poligesthrough regular selassessment

process andnternal audits.
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4. Risk Management

Risk assessment can guidehealthcare entiy in determining the level of effort and resources needed to
protect confidentiality, integrity and availability. The results of regulemk assessment must be alignedth
OEA EI Bl Al A bridriiés Qnitidtile® &nd ih\v@sdmentsA healthcare entiy should undertake the
following three activities, as a minimum to meés responsibilities in managing risk towards healthcare

information.

4.1. Periodic assessment of risk related to healthcare information and supporting resources

As a minimum, kalthcare entities shall adhere to all the areas and timeémdated requirementdisted in

this Standard.For each perceived riskhé assessmenmmust cover the following:

a) Probability of the risk event occurring
b) Impact if the risk event occurs and

c) Possible risk mitigation actions and countereasures.

4.2. Implement measures to remediate identified risks

A healthcare entiy shall invest effort and remurces, tomitigate identified risk factors. The entity shall
develop and maintain risk mitigation strategy, as appropriate and relevant, with details of efforts, resources
and cost involved, along with the benefit towards the entity, Government and pufilite mitigation
strategy shall prioritize control implementation based on the impact of identified risk, and the priority of the

control implementation as required by this Standard and Government demands. The health canesatit

1 Establish and maintia policies in support of risk mitigation demands
1 Define procedures in support of established policies

1 Implementany essentiatontrols, and controlsfrom this Standard, to address entity risk

® PUBLIC/ ol — ¢
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4.3. Periodic reporting on control performance
A healthcareentity shall periodically monitor the followingmplemented controlsrelatedfactors:

1 Performance of the controls

i Effectiveness in addressing and maintaining the risk, within acceptablelevel

The outcome of monitoring shalbe recommendations that shall complemenand enhancecontrol
effectiveness, relevance and performance. The recommendations may have the following elements, but

shouldnot be limited to:

Control adequacy

Control gaps

Control enhancements
Additional control requirement

Policy update and amendments

=A =4 =4 -4 -4 =4

Control withdrawal/termination
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The value of assets shall be represented through appropriate classification iefie¢heir critical

importanceto healthcare entities, government and relevant stakeholders. Classification is the first visual

and digital representation that an asset is critical or least critical, and shall be protected accordingly.

Healthcare entities shall classify their assets, includinfprmation, based on the following cisfication

factorsand colouring themes

Asset Classification

Public

100 MO Y100 KO

RO G150 B64
# 009640

Restricted

€100 MO Y0 KO
RO G158 B227

# 009EE3

Confidential

CO0 M80 Y95 KD

R232 G738 B27
#EB4E1B

Secret

CO M100 Y100 KO
R227 G5 B19

#E30513

® PUBLIC/ ol —<

Classification Factor and Criteria

Information destined to be used in public domain or public use, had no legal,
regulatory or organizatiaal restrictions for its access and/or usage.

Intended purpose from the creation, access and use of the informasathe general
advancement of society, promain of the interest of the organization and of th
country, providing essential information eépping citizens patients and other
OOAEAET T AAOO O1 AAOOOAT A A A Qadidationabsibn ahd
values.

Information that must be afforded limited confidentiality protection due its use in the
day-to-day operatims. Disclosure of such information could have limited adver
impact on the functioning or reputation of the entity or the government/health sector

Information that relates to the internal functioning ahe entity and will not have
general relevance andpplicability to a wider audience. Although individual items
information are not sensitive, taken in aggregate they may reveal more informai
than isnecessaryif they were to be revealed.

Information that requires robust proteain due to its critical support to decisienaking
within the entity, and across health sector and government.

Information that could disclose designs, configurations or vulnerabilities exploitable
those with malicious intent.

Information that the ently, or through government or regulatory mandates, has a dt
of care to others to hold in safe custody (e.g. critical personal informat
health/healthcare information, government informatig financial information etc.).

Information that requires substantial and multilevel protection due to its highly sensit
nature.

Disclosure of such information could have a serious and sustained impact upol
government, national security, social cohesion, economic viability and health of
country.

Information disclosure could potentially threaten life or seriously prejudice public orc
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6. Control Adoption, Compliance and Audit

The Abu Dhabi Healthcare Information and Cyber Security Standset$ outthe minimumrequirements of

control mandates esential to secure healthcare information and processing faciliti®@he control

requirements specified by ADHICS Standard are grouped into three different categories (individually

referred as standard, in the context of the area/section under consideratidneing discussed), applicable

to entities based on their risk environment, value of healthcare information under custody and matuigy

essential that kealthcare entiiesAT | D1 U xEOE OEA DOI OEOGEI T O 1T &£ All O"A
months of the official release of ADHICS Standaktkalth entities shall define road mafor initiatives

towards complete compliance/implementation of ADHICS Standard, consistent with Government interest

and objectives, and entity risk environment. Entitiesafihreview and submit their updated compliance

status to DOH, as part of periodic compliance reporting, highlighting road map timelines and deviations.

(AAT OEAAOA A1 OEGEAO OEAI 1T EIT OAOGO OEIi Anh AEENVeDO AT A OA
Control categories are based on continuous improvement aspect of Information Security life cycle, which

ensures capabilities are continuously adapted and evolved in line with changing environment and maturity

level.41T AOOAET O4O0ARAEOCERRARG AT ABAURT AOO 1T AAO A1l AAI AI
AOEOAOEA &£ 0 AAAE OPAAEZEA OANOEOAI AT OTOAAQOEI 18 3EI
6" AOCEA6h O40AT OEOCETT AT 6 AT A O! AOAtiocARusthe MeOEOAOEA &I O
Control Category Definition, Applicability and Timelines of Compliance

Control demands outlined in this category are the absolute minimum essentials of Informe
Security, and shall be considered high priority to be complied withe control implementation
shall protect Information assets from critical threats, and shall be considered foundational to

on assurance capabilities.

Applicability: Control demands of this category is always applicable hA#llithcareentities, shall

Basic comply with the provisions of this category, irrespective ofitlacility status.
(T xAOAOh EZ OEA Ai1 0011 AAITATAO AOA 1106 O
produce valid business justification as part of their reports ¢alth sector operator of Abu Dhabi

along with necessary supporting evidence and records.

Timeline for compliance: Within six months of official program induction/emoarding or official

release ofADHICSStandard, whichever comes first.

® PUBLIC/ ol — ¢
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Control demands outlined in this category are high priority controls to enhance security postu
healthcareentities. The control implementation shall protect information assets from a wide rai
of threats, inclusive of critical and high impact threats,sbd on the value of information assel
owned, managed and handled by theealthcare entity. The control implementation directly

complements in redefining/improve Healthcare Entities risk environment.

Applicability: Control demands of this categorgre appiicable based om healthcareentit Usiisk

posture They areapplicableto the following types of entities:

Hospitals With bed capacity 1 to 20
Center Day Care Surgery Center
Transitional Primary Health Care

Diagnostic Center

Rehabilitation Center

Dialysis Center

Fertlization Center

Mobile Healthcare Unit

Provision of Health Service (Home care)

Pharmacy Establishment Drug Store (Medical Store)

Timeline for compliance: Within one year of official program induction/emoarding or official

release ofADHICSStandard,whichever comes first.

Note:! 11 AT T OOI1 O AAOACIi OEUAA AO O" AOEAS6 AOA
Control demands outlined in this category are essential controls, basednomitity status, and
shall enhance security paste of healthcare entities. The control implementation shall protec
information assets from a wide range of threats, inclusive of critical and high impact threats, t
on the value of information assets owned, managed and handled byhgwdthcareentity. The
control implementation elevatesthe healthcare entitU 8 r@aturity level, and complements

improvement of internal processes and risk environment.

Applicability: Control demands of this categorgre applicable based oa healthcareentitU &igk
Advanced

posture, and shall be applicabte the following types of entities:

Hospitals With bed capacity of 21 and above

Timeline for compliance: Within one year of official program induction/emoarding or official

release ofADHICSStandard, whichever comes first.
Note: ! 1 1 AT 160110 AAOACI OEUAA AO O" AOGEA Al
applicable by default.

® PUBLIC/ ol — ¢
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The standard establishes thgotential security controls to cover a range loformation Security domains
Each domain area includes variai security best practices and controls thefealthcare Entityshould
consider for implementationin a phased mannerbased onits risk level and resourcavailability.
Implementation of hese Information Security control cOE OAOEAS O OE Al dicaliitd ensuiel EOT OAA
they are adequate, appropriately implemented, maintained and that associated responsibilities,
deliverables, andimelinesare documentedand reported
Any policy established, in support of the implementation of this standard, shall have:

1 Statement of management commitment

1 Purpose of the policy

1 Obijective of the policy

1 Scope of the policy

6.1. Compliance

The healthcare entity shall identify and maintain records of all legislative, regulatory and governmental

executive orders relevant and apgdible to its business. Such records shall establish:

T $Ai AT AOh xEOE OAEAOAT AAOh APDPI EAAAT A O OEA Al OEO
1 Stakeholders for implementation and maintenance;
1 Compliance checklists;
1 Reporting obligations;
1 Escalation demands.
Compliance with and deations from the provisions of such legislative, regulatory and governmental
executive orders shall be monitored and reported to relevant internal and external authorities periodically.
Risk of suchno® 1 | BT EAT AA OEAI 1T AA OA AT Adndal, &antl shdlbd suithblyOE O U6 O

addressed.

The healthcare entity shall also demonstrate compliance with applicable intellectual property rights (IPR)
and the export/import and use of cryptographic keys and mechanisms.

It is essential healthcare entifs establish reliable metrics and measurement to identify the state and

effectiveness of compliance with required controls. This shall produce comparable results through timelines.

® PUBLIC/ ol — ¢
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6.2. Audits and Assessments

The healthcare entity shall develop formal yeasydit programs to validate and verify compliance with the
provisions of this Standard, and any other information security compliance requirements as they becomes
relevant and valid.

The ethical aspects of functional independence shall be considereddin @onflict of interest and to aid in

the efficient identification of facts and their unbiased reporting to relevant authorities.

The healthcare entity shall conduct technical assessments on its information system and application
environment periodicallyto identify any weakness or potential point of compromise. The outcome of
assessment shall be shared with relevant stakeholder for necessary containment and remedial actions.
Outcome of audits and assessments shall be preserved (i.e. filed, stored, sadegrotected) with the

highest level of access protection and secure storage facilities. Tools used for audit and assessments shall be
protected from unauthorized access and usage to ensure critical audit and assessment information are not
modified and/ormisused.

Entity ISGC shall be briefed on the outcomes and action of audits and assessments, on a regular bases as
defined by the CISO.

® PUBLIC/ ol — ¢
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7. Healthcare Entity Responsibility

The healthcare entity shall be committed andesponsibleto addres all information and cyber security risks
to its environment. The entity shall invest time, effort and resourt@semediate and reduce the impact of
risk to maintain a secure and trusted environment and practices.

Based on their job assignment or as&ion, everyone associated (including third parties/
contractors/vendorsith the healthcareentity has certain responsibiliiesto maintain dayto-day security
of OEA %l OE OUG,0servicésO &/Qdmis | aAdhfddmation. Main responsibilities of inveed

stakeholders/parties concerning Abu Dhabi Healthcare sector are listed below:
Stakeholder Responsibility

1) EstablishAbu Dhabi Healthcare Information and Cyber Security Standard

2) Enforce ADHICS Standard for Abu Dhabi Healthcare der, covering all healthcare
entities/operators.

Department of 3) Enhance/modify/amend\DHICSStandard, based on learning and industry evolution.

Health 4) Provide training and support thealthcareentities to implementADHICSStandard.

5) Conducts periodic review meetings wittealthcareentities to support compliance.

6) Monitor compliance and risk status and report/escalate to necessary Federal and
Authorities.

1) Overall accountability for the implementation &DHICSStandard within respectiventities.

2) Fund and manage program implementation.

Healthcare Entity ] S o
Management 3) Approve entity program plan, strategies, initiatives and policies.

4) Accept Information Security risk that might impact thentity, patients and Abu Dhab

healthcare sector.

1) Responsible for the internal coordination and implementationPA@iHICSStandard.

2) Monitor and report/escalatethe entityd @formation Security program progress tentity
management and Abu Dhabi Healthcare sectdflIPChairperson.

Healthcare Entity - |3) Educate business user and conduct periodic Information Security —awarent
InfoSec trainings/sessions.

Stakeholders ) . . . .
4) Responsible for ensuringhat security requirements are adequately addressed during

design, development, implementation and maintenance of any existing or new informe
systems

5) Maintain system accreditation as per policy.

Healthcare Entity - 1) Adhere to and comply withDHICSStandard and Entity policies and demands.

Business / End Use|2) Align business processes as per Information Security demands.

® PUBLIC/ ol — ¢
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Sectionz B

Abu Dhabi Healthcare Information and Cyber Security
Requirements
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1. Human Resources Security
Human resources are critical and valuable assets essential to conduct organizational business, and are
considered the weakest link within the security framewordealthcare entities shall take adequate
measuregto ensurethat the right resources are hired to delivére right values, are equipped to safeguard
organizational interest, and are relieved in a manner that shall not impact organizational assetss,value

reputation and financial conditionstany time, current or future.

Healthcare entities shall be aware of the risk environment towards and from human resourceshaihd
define adequate contractual, administrative, technical and process oriented controls tomiziai

probabilities of

Information leakage

Unauthorized access

System compromise

Misuse of privilege, facilities and information

Loss of information

=A =4 =4 -4 -4 =4

Credential sharing and misuse

The entityd @anagement shall be aware that human resources are easy tafgetsocial engineering and
phishing attacks, anctan beinvolved in accidental and deliberate attempts to cause disrugitm the
entityd €ervices. Entity management shall consider risk environment concerning third party and contract

resources.

Administrative and cleaning staff pose new challenges and threats to healthcare entitiesthanentityd O

management shall apply adequate control measures to address those risks.

Objective:
To ensure right resources are hired and utilized to support secure dglofeorganizational objectives and
services, and are relieved in a manner that does not impact organizational assets, value, reputation and

financial conditions any time current or in future.

Supporting or dependent entity policy references:

1) Information Security Management Policy
2) Acceptable Usage Policy
3) Compliance Policy

4) Disciplinary Actions Policy
® PUBLIC/ol__¢
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HR 1 Human Resources Security Policy

Control Demands

HR1.1 The healthcare entity shall develop, enforce amaintain a human resource
security policy covering the security aspects of employment and terminatic

The policy shall:

1. Define management requirements on;

a.
b.
C.

d.
e.

Background verification for employees and contractors
Roles and responsibilities

Compliance with aceptable usage and other organization:
security policies

Training and awareness needs

Return of assets during exit

2. Mandate the requirements of nedisclosure and confidentiality during
and after employment

3. Include reference to organizational disciplinarsopess

UAE IA ReferenceM3.1.1, M4.1.1

® PUBLIC /oL«

Control Criteria
Basic/Transitional/Advanced

Basic
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HR 2 Prior to Employment

Control Criteria
Basic/Transitional/Advanced

Control Demands

HR2.1 The healthcare entity shall conduct background verification checks or
candidates for employment, contraars and thirdparty users

The healthcare entity shall:

1. Define background verification process addressing provisions
government mandates and entity demands

2. Establish criteria for background verification checks based on: Basic
a. Role of the individual
b. Classificéion of information access needed
c. Access to critical areas
d. Risk identified
HR 2.2 The healthcare entity shall establish specific terms and condition
employment
The terms and condition shall:
1. Include control requirement specific to employeesnt@ctors and third
parties, relevant to their roles and risk profiles
2. Include information security responsibilities of the healthcare entity ¢
of the employees, contractors and third parties
Include standard information security requirements
Be read, uderstood, agreed and signed by employees, contractors
third parties Basic

The healthcare entity shall:

5. Conduct mandatory briefing sessions to employees, contractors .
third parties on standard and specific information security requireme
of the terms anccondition

6. Maintain adequate records on employee, contractor and third pe
briefing

7. Maintain terms and conditions signed by employee, contractor &
third-party resources iline with entity retention requirements

UAE |IA ReferenceM4.2.1, M4.22

® PUBLIC/ ol — ¢
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HR 3 During Employment

Control Criteria
Basic/Transitional/Advanced

Control Demands

HR3.1 The healthcare entity management shall ensure employees, contractors
third party users adopt and apply security in accordance with establis
entity policies and procedures

The healthcare entity shall:

1. Ensure employees, contractors and third party users are briefed on

Al OEOUB8O ET &£ Oi AGEIT OAAOOEOU A Basic
2. Establish acceptable usage policy and ensure users read, accept an

the policy prior to the provision of system, application or informatic

access

3. Consider segregation of duties to avoid potential misuse of positior
conflict of interest

HR 3.2 The healthcare entity shall develop new or modify existing awareness
training programs to include requirements of governmental a
organizational information security demands

The healthcare entity shall:

1. Ensure all employees and where relevant contractors and third pal
receive appropriate awareness and training to enhar@& A A
security posture and to minimize probabilities of information secur

risks Transitional
2. Ensure that an awareness and training program is formally launched
professionally managed
3. Enhance training contents and enrich delivery of awareness asp
basedon evolving needs
4. Evaluate effectiveness and maintain appropriate record of awarer
and trainings delivered
HR 3.3 The healthcare entity shall identify and address skill and compete
demands and gaps
The healthcare entity shall: )
Basic

1. Assess ad identify skill and competency gaps on information secur
demands

2. Implement skill and competency development programs

® PUBLIC/ ol — ¢
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HR 3.4 The healthcare entity shall conduct periodic security awareness campai
based on established yearly schedules

The hedthcare entity shall:

1. Conduct awareness campaign for general and targeted user groups

2. ldentify innovative methods and medium to communicate secur
requirements

3. Include incentive programs for user participation and adherence
security practices

The awaeness campaign shall:
Present current risks around the work and industry, and ways to addr

Present learning from incident

Demonstrates the need to protect healthcare information
Include benefit of information security compliance
Demonstrate stakeholderesponsibilities

© © N o g &

Highlight entity, government and regulatory demands

HR 3.5 The healthcare entity shall establish and enforce a disciplinary proces:
employees, where relevant contractors and third parties, who hi
committed security breaches

The healthcare entity shall:

1. Ensure employees, contractors and third party resources are awar
OEA A1 OEOUBO AEOAEDPI ET AOU DOT AA
2. Enforce disciplinary processes and maintain necessary records or
AOAAAEAOG AT A 11 1 AT ACAI AT 080 AA

1| d) il

Basic

Transitional

UAEIA ReferenceM3.2.1, M3.3.1, M3.3.2, M3.3.3, M3.3.4, M3.3.5, M3.4.1, , M4.3.1, M4.3.2

® PUBLIC /oL«
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HR 4 Termination or Change of Employment and Role

Control Criteria

Basic/Transitional/Advanced

Control Demands

HR 4.1 The healthcare entityshall ddine responsibilities concerning informatio
security for performing employment termination or change of employment

The healthcare entitghalt

Basic
1. Establish internal and external communication protocol on employm
exit
2. Ensure adequate knowledge transfersdaresponsibility handovers
HR 4.2 The healthcare entityshall ensure recovery of all organizational assets uj
termination of employment, contract or agreement
The healthcare entityshalt
1. Ensure all organizational assets are recovered and necgs
acknowledgement and clearance obtained from approprie Basic
stakeholders
2. Ensure all information, with special focus on healthcare information,
been recovered and cannot be misused anywhere, anytime
3. Ensure resourcgleaving the entity formally acknowleges and conforms
that no information is under their direct or indirect possession or use
HR 4.3 The healthcare entityshall remove access rights and revoke privileges
individuals upon termination of employment, contract or agreement
The healthcae entity shall remove access to systems, applicatol
information, secure areagsndwork areas
The healthcare entitghalt Basic

1. Ensure access to systems, application, information, secure areas, '
areas and identified critical areas are revoked upon tieation

2. Communicate with health sector regulator or Abu Dhabi government
revoke any relevant system and application access upon termination

HR 4.4 The healthcare entityshall develop internal process to manage interr
transfers and change of l®
The healthcare entityghalt
1. Ensure communication to all necessary internal and external si

holders on change of role or internal transfers Basic
2. Revoke access and privileges associated with old role and rea:

privileges on system, application and infoation access and utilizatiol

consistent with their new role based on necessary authorization

UAE |IA ReferenceM4.4.1, M4.4.2, M4.4.3

® PUBLIC/ ol — ¢
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2. Asset Management
Asset Managementis an essenal part of effective healthare Information Security management
Healthcare entities are witnessingn influx of new asset classes that are very different from the ones they
used to deal withinnovative care delivery mandates that healthcare entities and professicteds with a
large number of relatively small, mdbiand sophisticated pieces of equipmétvices, and tkeepthem
running at all timesas they areoften criticalto the DAOE AT 06 O & Wdll@iBdin o@iér A6fbé U
effective and supportive of organizational business and security objectihes]thcare entities shall
maintain an updated version of asset inventory, available to relevant management, business and support

stakeholders.

Information assets includes information/data in all its form, as well as the underlying application,
technology, and physical infrastructure to support its processing, storing, communicating and sharing. The
following are considered information assets:

Information (in physical and digital forms)

Medical device and equipment

Applications and Software

Information System

Physical Infrastructure (Data centre, access barrios, electrical facilities, HVAC systems, etc)

f
1
1
1
il
f

Human resources (in support of care delivery)

Objective:
The regulatory structure surrounding nearly every facet of the healthcare operations, from protecting
patient data and improving health outcomes, to reporting on compliametated issues, necessitates

healthcareentities to monitor and record the use of information assets

Supporting or dependent entity policy references:

1) Data Retention and Disposal Roy
2) Physical and Environment Policy
3) Portable Device Security Policy

4) Acceptable Usage Policy

® PUBLIC/ ol — ¢
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AM 1 Asset Management Policy

Control Demands

AM 1.1 | The healthcare entityshall develop, implement and maintaian asset
management policyto:

1. Be relevant and appropriate for entities operational and r
environment

assets through ownership assignment, accountability & responsib
definition, recording and maintaining of all/relevant properties of asse!

3. Define roles and responsibilities for actions expected out of a:
i ATACAT AT O i1 EAUR AT A OEAIIT EA
leaders

4. Define and enforce classification schemes, gplacable for AD Healtr

Sector (Public, Restricted, Confidential & Secret)
5. Identify requirements of data retention, handling and disposal

Have provisions to manage Bring Your Own Device (BY!
arrangements

7. Be reviewed, updated and maintained at plannedeinals or during
significant changes to operating or risk environment, whichever is eat

8. Be approved bythe AT OEOUS O O b itsihdatl Ang AnhaliAbk
communicated to all employees and third parties haviagole in care
delivery

AM 1.2 | Where applicable,the healthcare entity shall pay specificattention to
medical equipment and devices while defining policy, and shall categori
address the following demands
1. Roles that will be allowed to access, use and maintain medical d&

and equpment shall be established

2. To the extent possible, medical devieand equipment to authenticate
users, based on healthcare entity authentication and authorizat
process

3. The need for handling procedures for each medical device
equipment in use shalbe defined and updated asequired to stay
current

4. The need to establish and maintain risk log concerning medical dev
and equipment

5. Decommissioning and/or disposal of medical degiaad equipment

UAE IA ReferencesT1.1.1

® PUBLIC /oL«
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Control Criteria

Basic/Transitional/Advanced

Basic

Basic
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AM 2 Management of Assets

Control Criteria
Basic/Transitional/Advanced

Control Demands

AM 2.1 | The healthcare entityshall have all their information assets identifie
recorded and maintained through an information asset inventory.

1. The inventory shall be updated periodig or during change in the
environment, and shall be accurate and reliable

2. The inventory can be centralized or distributed (function/lof

be updated Basic
3. The inventory shall estalsh the relations between various types
information assets, in support of care delivery;
Sample illustration: Service A é needs Bvlnformation é supplied by C
Device/Equipment/Process/DependentService C  processed using DApplication
(ERP/EMR/Offic% Autoation Applications/etc.) C running on E Technology
(server/systems)C  supported/operated/managed by XYRoles (human resources
involved in care delivery)
AM 2.2 Ownership for each identified assets shall be assigned to a designated rols
1. The owne of an information asset shall define/identify the contr
requirements to minimize the impact of risk, due to the compromise
assets under his ownership
2. The owner shall review the adequacy of implemented control meast
periodically and amend/modifyhte control environment as necessary
Basic

3. The owner shall ensure effectiveness of the implemented controls
addressing the risk environment

4. Access and/or use of information assets shall be authorized by the ¢
owner

Ownership of shared IT resources (enmmjbtem, Active Directory, Commoil

Technology/System or Information and Communication Technology Functi

® PUBLIC/ ol — ¢
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AM 2.3 | The healthcare entityshall establish and enforce rules on theceptable use
of information assets

1. The rules shall be communicated to all employees and contractor
support of care delivery, and shall be read and acknowledged by all

2. Entities shall maintain records of user acceptance on the acceptable Basic

of information assets

The rule shall consider general requirements and industry best practinds
shall have management requirements to reduce probabilities of informat
leakage/loss/theft and system compromises.

AM 2.4 | Entity management shall be award emerging cyber risks, and shall addre

i "9/ $Q6

1. Probabilities of compromise through the use of personal devices sha

addressed through suitable rules and rdlased usagagreements
Basic
2. Authorization to use personal devices 1

access/view/use/share/process/store personal health information
subject to user acknowledgement on the usage agreements

Control process and technology solution shall be implemented
reduce/address/aatain factors of risk

UAE IA ReferencesT1.2.1, T1.2.2, T1.2.3& T1.2.4
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Asset Classification and Labelling

Control Demands

The healthcare entityshall classify all information assettat categorises
information assets into one of the following classification scheme

1 Public
1 Restricted
M Confidential

 Secret

Information classification shall consider value of the information and shal

due to compromise ofhe information considered.

The level of essential protection needed for an asset shall be considered
determining asset classification.

The healtltare entity shall establish process to reassess and/or cha
information classification, based on the following

1. Change in the value of information
2. Changes to environment (location, access, storage, processing, usage,

3. Changes in protection levels

The healthcare entityshall establish process to interpret classification schem
while receiving information from other entities/3rd parties and shall apply
essential control measures to safeguard/protect against compromise.

The healthcare entityshall establish criteria for automated classificatiarf
information and shall consider using technology solutions o sobasedon
established classification scheme and criteria.

The healthcare entityshall establish process to lakitd information assets in al
its form (physical & digital)n a way that isconsistent withits classification
scheme.

UAE IA ReferenceT1.3.1, T1.3.2

® PUBLIC /oL«

Control Criteria

Basic/Transitional/Advanced

Basic

Transitional

Transitional

Transitional

Transitional

Advanced

Basic
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AM 4 Asset Handling

Control Criteria
Bast/Transitional/Advanced

Control Demands

AM 4.1 Handling procedures shall be defined for information, consistent with tt
classification.

1. Handling procedures shall detail security requirements during

1 Access granting and privilege allocation
1 Processing
_ Basic
1 Storing
1 Communicdion/sharing
1 Printing
2. Security requirements based on asset value shall be considered ir
handling procedures
AM 4.2 Ensure adoption and application of handling procedures while hand Basic
information.
AM 4.3 The healthcare entityshall manag removable media in accordance with tf
classification scheme, handling procedures and acceptable use of assets.
The entity shatl
1. Establish media management procedures to address lifecy Basic
requirements (setup, distribution, utilization and disposal)
2. Implement rules and guidelines for protecting assets agai
unauthorised access, misuse or corruption during movement.
AM 4.4 | Access and usage of removable media shall be controlled and shall be |
onthe AT OEOQUSO 1 AT ACAiI AT O ApbpOT OAIl 8
Entity managenent shall _
Basic
1. Accept all involved/inherent risk concerning theeusf removable media,
and shall bar all responsibilities and is hekltcountablefor the risks
inherent inauthorizingthe use ofremovable media
AM 4.5 | The healthcare entity shall estdlish medical devices and equipmel
management procedurgfor each category of identified medical devices a Basic

equipment.

® PUBLIC/ ol — ¢
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AM 4.6 | Access and privilege allocation for medical devices shall be provide
defined roles, with essential qualification aedperience required to operate.

The healthcare entitghalt Basic
Secure and safguard medical devices and equipment in accordance with
classification scheme andkkfactor

AM 4.7 | The healthcare entityshall prevent unauthorized disclosure, modiition,
destruction or loss of patient health information stored on medical devi
and equipment.

Entities shall ensure;

1. Information stored within the medical devices and equipment shall
encrypted

2. Electronic communication between medical devices amgiipment shall Transitional
be encrypted

3. Healthcare entities shall define minimum essential qualification requi
to operate and/or handle medical devices and equipment

4. Copies of valuable health data is moved to a secure storage/locatio
reduce the risk of its datdamage or loss

AM 4.8 | Healthcare facilities shall consider wired communication facifity medical
devices and equipment. Usage of wireless communication facility v Transitional
medical devices and equipment shall be avoidedhe extent possible

AM 4.9 Entity shall deploy technology solution to white list removable media, ¢
shall be complemented by content encryption and biometric based acc Advanced
provisioning.

AM 4.10 @ The healthcare entityshall establish control proceduresrfthe removal,
movement, and transfer of information assets (information, equipme
medical devices, and information processing equipment/systems).

Healthcare entities shall; Transitional
1. Authorize removal, movement and transfer of information assets

2. Maintain recordsof removal, movement and transfer

UAE IA ReferenceT1.3.3T1.4.1, T2.3.7
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Asset Disposal

Control Demands

The healthcare entityshall dispose information assets, when no long
required

1 by the entity
1 on basis of regulatory demands

9 for legal proceedings

The healthcare entityshall establiska control process that ensures data onq
destroyed is not recovered

Media, both digital and physical, when noniger required shall be destroye
by the entity

The healthcare entityshall establish control procedures for the secure dispc
or reuseof media, equipment, devices and systems, containing classi
information.

The healthcare entityshalt

1. Ensure sensitive data and licensed software has been securely rem
beyond recovery, prior to disposal

Retention requirement of data/information contained within media ai
system shall be verified and complied with, prior to disgosa

All disposal requirement shall be authorized by entity management priol
disposal

The healthcare entityshall maintain records, on media disposal. The reco
shall have, but nobe limited to, the following fields

1 Information and/or asset owner
Type of media

Classification

Disposal type

Reason for disposal

Retention expiry date (if data)

Data removal confirmation and evidence

=A =4 =4 =4 4 -4 A

Disposal authorized by

UAE |IA ReferenceT1.4.2, T2.3.6
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Control Criteria
Basic/Transitional/Advanced

Basic

Basic

Basic

Transitional

Basic

Basic

Advanced
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3. Physical and Environmental Segrity
Information and information processing equipment(s)/facilities has greater dependence on physical
environment to achieve business objectives. Physical environment and its security are foundational
elements to define secure data processing, data stigradata communication/sharingdata hostingand
data disposal Physical and environmental security programs and efforts define the various measures or
controls that protect healthcare entities from loss of connectivity, availability of information pseirey
facilities, storage(backup and archivah NOE DI AT O0f 6qQr £ZAAEI EOEAO AT A [ AAEAAI
theft, fire, flood, intentional destruction, unintentional damage, mechanical failure, power failure, etc.
Physical security measures shalé ladequate to deal with foreseeable threats and should be tested

periodically for their effectiveness.

The following aspects of physical and environmental security shall be considered,;
91 Physical protection of dataenterandinformation processing equipmefi)/facilities
91 Physical entry control for secure areas
1 Medical devices/equipment(s) protection
1 Heating, ventilation, and air conditioningf critical areas and work places

1 30pbPi OOET ¢ 1T AAEAT EAAT AT A Al AAOGOEAAT ANOEDI AT O

Qu
(@)

1 Surveillance of critical areas amebrk places
9 Security and protection of physical archives
1 Fire and environmental protection

9 Visitor management

Objective:
To ensure that information assets receive adequate physical and environmental protection, and to prevent
or reduce probabilities of ptsjcal and environmental control/security compromises (loss, damage, theft,

interference, etc.)

Supporting or dependent entity policy references:

1) Clear Desk and Clear Screaolicy

® PUBLIC/ ol — ¢
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PE 1 Physical and Environmental Security Policy

Control Demands

PE 1.1 The healthcare entityshall develop, implement and maintain a physical a
environmental security policy, to ensure adequate physical and environme
protection of entities information assets.

The policy shll:

1. Be relevant and appropriate for entities operational and risk environmg
concerning internal and external threats

2. Address requirements of secure storage of hazardous or combus
materials that ensures avoidance:of

1 human injuries or loss of life
I damage to information and information systems
Consider classification of information assets and their physical presen:

Define roles and responsibilities for actions expected out of physical
environmental security policy

5. Be reviewed, updated and mainteed at planned intervals or durin

significant changes to operating or risk environment, whichever is earli
Be ead and formally acknowledged by all users

"A APPOI OGAA AU AT OGEOUBO OiI P I Al
be communicated to all empyees and third parties having role in ca
delivery

PE 1.2 The healthcare entityshall establish procedures and guidelines in suppori
policy implementation

PE 1.3 The physical and environmental policy shall consider equipment raedical
devices, with specific focus on their

1. Physical and environmental demands, as needed by the manufact
recommendations and regulatory requirements

2. Placement and physical access

Probabilities of data loss during maintenance, decommissioning amd
authorized oftsite activities

UAE IA ReferenceT2.1.1, T2.3.5
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Control Criteria
Basic/Transitional/Advanced

Basic

Transitional

Basic
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PE 2 Secure Areas

Control Demands

PE 2.1 The healthcare entityshall define and use security perimeters to prote
facilities thatcontain information and information systems.

The healthcare entityhalt

1.

Identify secure areas, and define security perimeter, based
information assets contained within or information being processed

Ensure adequate sectyi counter measures are apptleto identified
secure areas to protect information and information systems within

Secure areas of medical equipment and devices hosting or usag
avoid and minimize probabilities of unauthorized access and usage

Considerthe impact of compromiseof confidentiality, integrity and
availability of information or information assets while applying secur
counter measures

PE 22 | Allocate secure private areas to discuss personal health informatior
authorized stakeholders

PE 2.3 Secure area shall be protected by appropriate control measures to ens
only authorized personnel are provided access and authorized activities
being conducted.

The healthcare entityghalt

1.

2
3.
4

Maintain List of authorised personnel having access to secure areas
Authenticate all persons accessing secure areas
Maintain records for secure area access

Ensure that all employees and contractors wear distinguished forn
visible identification(Badge/ID cardsyithin the premises ofhe entity

Ensurethe locking mechanismm on all access doors are adequate, ¢
alarms configured to alert prolonged opestate of doors

Escort contractors or third parties while inside the secure areas

Deploy closed circuit television (CCTV/surveillance camera) in ident
vantage points of scure areasas required by Monitoring and Contre
Centre (MCC) Abu Dhabi

Preserve CCTV footage for a peri@s required by Monitoring ant
Control Centre (MCC) Abu Dhabi

® PUBLIC /oL«

Control Criteria
Basic/Transitional/Advanced

Basic

Advanced

Basic
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PE 2.4 The healthcare entitghall nominate owners for each identified secureas.
Nominated owners of secure area shall

1. Review access records/logs and surveillance footage at least |
quarterly basis Transitional

Reconcile list of authorized users, having access to secure areas

3. Maintain a list of physical key inventory, as with whom thekey secure
areas are with

PE 2.5 Offices, meeting rooms and facilities in support of healthcare service deli
shall be equipped with adequate physical security measures.

The healthcare entityshalt

1. Demarcate and isolate public access aseand key work areas, to restri Basic
public or visitor or customer access to key work areas of the facilities

2. Avoid obvious signs that indicates the type of information or activities
the secure areas

PE 2.6 The healthcare entityshall design and ggy physical protection agains
natural disasters, environmental threats, external attacks and/or accident:

The healthcare entitywhalt

1. Ensure that falback equipment, device, system and backup media Basic
protected from damage caused by natural or marade disasters

2. Battery power backup shall be available to provide power to |
information systems and critical data cee infrastructures

PE 2.7 The healthcare entity shall ensure that physical and environmeni
protection countermeasures and procecks applied are aligned with th Transitional
outcome of Risk Assessment and regulatory mandates.

PE 2.8 The healthcare entityshall design physical protection and guidelines -
working in secure areas.

The healthcare entityshalt

_ S Basic
1. Supervise activitiesh secure areas
2. Control access of mobile, portable and surveillar
devices/equipment/utilities, to secure areas
PE 2.9 Ensure all personnel accessing secure areas is aware of security require
and arrangements, and accepts rules and guiddinmncerning security
measures.
Transitional

The healthcare entitghalt

1. Educate employees and contractors, not to discuss personal he
information in public areas

® PUBLIC/ ol — ¢
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PE 2.10 | The healthcare entityshall havesegregateddelivery and loading areas an
shal establish control measures over entry and exit.

The healthcare entitghalt

1. Establish access procedures to loading and unloading areas to re Basic
access to only authorized personnel

2. Inspect and register incoming and outgoing materials, in accorda

wiOE EAAI OEAAOA AT OEOGUBO AOOAD i

UAE IA ReferenceT2.2.1 T2.2.2, T2.2.3,T2.2.4,T2.2.5,T2.2.6
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PE 3 Equipment Security

Control Criteria
Basic/Transitional/Advanced

Control Demands

PE 3.1 | The healthcare entityshall site/msition equipment and medical devices
manner that they are always protected.

The healthcare entityhalt

1. Establish guidelines on physical protection and unauthorized acces Basic
equipment and medical devices

2. Consider environmental risk conditiomhile pcsitioning of equipment and
medical devices

PE 3.2 The healthcare entityshall protect equipment and medical devices fra
disruptions caused by failures in supporting utilities.

The healthcare entityshall; Transitional
1. Ensure uninterrupted power provisions td@nmation processing systems
PE 3.3 The healthcare entityshall maintain supporting equipment, to ensure the
continuedavailability.
The healthcare entityshalt
1. Document suppliesd OAAT I T AT AAGCETT O A& C
equipment and makéhem available to maintenance personnel. Advanced
2. Establish operating procedures for commissioning, maintenance
decommissioningdf equipmentactivities
3. Establish maintenance schedule of supporting utilities, and maintain
to date records for maintenance caed out
PE 3.4 | Power, telecommunication and cables carrying data shall be secured
protected.
The healthcare entityshalt
1. Ensure that power, telecommunication and data cables are protec Basic

against physical tampering
2. Segregate power and telecomunication/data cables to avoi
interference

® PUBLIC/ ol — ¢
Page 42 of 116



a1 IIéiJ ila
DEPARTMENT OF HEALTH

PE 3.5 The healthcare entityshall identify and apply security measures to prote
equipment, medical devices and information processing systems while

site.
The healthcare entitghalt
1. Ensure manthAOOOA OGO OAAT I 1 AT AAGET 1T
while equipment, medical devices and information processing syste
are offsite Advanced
2. Ensure that movement and possession (chain of custody) logs fesiteff
equipment, medical devices and information messing systems
maintained and verified
3. Ensure security measures are applied to protect-2fé equipment,
medical devices and information processing systems from probabilitie
information leakage, tampering and unauthorized activities
PE 3.6 | The healthcare entityshall ensure that unattended equipment, medic
devices and information processing systems are protected aga
information leakage and unauthorized activities.
The healthcare entityshalt
1. Define user responsibilities and establighrocedures when leaving Basic
equipment, medical devices and information processing syste
unattended
2. Implement controls to protect equipment, medical devices a
information processing systems when left unattended
PE 3.7 | The healthcare entityshall defne and enforce a clear desk and clear scrt
policy to paper documents, removable storage media, and informat
processing systems.
The clear desk and clear screen policy shall
1. Define user responsibilities with respect to clear desk and clear sc Basic

requirements
2. Be appropriate to the purpose and objectives of the healthcare entity

Read and acknowledged by all employees and contractors of
healthcare entity

UAE IA ReferenceT2.3.1, T2.3.2, T2.3.3, T2.312.3.5T2.3.7,12.3.8, T2.3.9
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4.  AccessControl
Healthcare entities ability to provide authorized access and its commitment to control unauthorized access
to information and information processing systems under its custody are key elements to demonstrate the
AT OEOEAOGG 1 AE AdetinfofmAtiorEthatbllands@d® O1 D OIT O
9 lts customes,
1 Patients of the Abu Dhabi healthcare ecosystem,
1 TheGovernment, and
1 The healthcare enties themselves.
The influence of information on the delivery of healthcare and related services and the increased
depencence on application and technology, demands that the avenues and provisions of access are strictly
controlled. It is essential that healthcare entities understand the responsibilities concerning access
management and are accountable for the consequenceasirag from breaches or disclosures from their
respective areas of authorityHealthcare entities shall define policy mandates and process mechanisms
essential to secure and protect their information and information systems. Healthcare entitiestakall
specific care when personal health information is being accessed andsysedl shall define access criteria

that conformsto the following facts:

1 A healthcare relationship exists between the user and the data subject (the subject of care whose
personal kealth information is being accessed)
1 The user is carrying out an actiyiobn behalf of the data subject,

1 There is a need for specific data to suppcate delivery or continuum of care.

(AAT OEAAOA AT OEOUBO 1 AT ACAT AT O 6&nd AuicomesAdk unduthdriged 1 &
access, and are accountable for any and all consequences and impact on:
Abu Dhabi Government

Abu Dhabi Healthcarecosystem or Health Sector

)l
Al
1 Patients concerned
il

Healthcare entity itself

® PUBLIC/ ol — ¢
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Objective:
To ensure access to inforrtian and information systems are controlled, and to minimize probabilities of

information leakage, tampering, loss and system compromises.

Supporting or dependent entity policy references:

1) Clear Desk and Clear Screen Policy

2) Network Access Control Policy

3) Password Management Policy

4) Information Access Management as part of Administrative Safeguards of HIPAA
5) Facility Access Control as part of Physical Safeguards of HIPAA

6) Access Control as part of Technical Safeguards of HIPAA

The level of applicability of ab@vmentioned policies will vary depending on the individual healthcare

entity.

® PUBLIC/ ol — ¢
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AC 1 Access Control Policy

Control Demands

AC | The healthcare entityshall develop, enforce and maain an access control polic
1.1 | to ensure access to information and information systems are adequa
controlled and secured.

The policy shall

1. Be relevant and appropriate to control and secure access to informai
application, technology, medical devicesid equipment

2. Include management demands and directions, scope and specific applica
based on
a. Type of service
b. Information
c. Application
d. Technology
e. Medical devices and equipment
3. Emphasgzethe requirementof-need and rolebased access principles
4. Establsh criteria for access, with core focus on;
a. granting of access
b. access authorization
C. access revocation
d. access termination
5. Addressthe healthcare entity needs on secure password management |
practices
6. Mandate the usage of unique identity and complex passivo
7. Where relevant, define control measures and provisionsportable/mobile
devices, including user owned devices, that hantlie healthcare entity ¢
data or hasthe healthcare entity application(s) to conduct busine
transactions
8. Include control regirements for the access and use of network services
9. Include management actions on violations and deviations
10. Define roles and responsibilities for actions expected
11. Be reviewed, updated and maintained at planned intervals or dul
significant changes to opating or risk environment, whichever is earlier
12. Be approved byhe AT OEOUSG O OT B | AT AGCAI A1 O
all employees and third parties havitagole in care delivery
13. Be read and formally acknowledged by all relevant stakeholders

UAE |A ReferenceT5.1.1
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Basic/Transitional/Advanced

Basic
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AC 2 User Access Management

Control Criteria

Basic/Transitional/Advanced

Control Demands

AC 2.1 | The healthcare entityshall implement a formal user registration and -d
registration process.
The healthcare entityhalt

1. Ensure rguest for user registration and degistration are process driver
and are in compliance with established criteria for access

2. Ensure unigue user accounts are created for each individual requ
access, and prohibit sharing of same account with multigers

Ensure group user account are not created or used Basic
Revoke user accounts during employee exit

Revalidate access requirements during role change

o o ~

-AET OAET OAAT OAOTI EOO 1 &£ DPAOOITI
information systems, applications, naical devices and equipment

7. Establish and follow separate user registration andrdgistration process
for temporary and third party user account requirements

Ac 2.2 The healthcare entityshall restrict and control allocation of privileges, bas
on principles of need to know.
The healthcare entityhalt

1. Ensure normal user accounts are not used as service accounts or us
conduct privileged application and system level activities

2. Privilege or administrative accounts shall be used by individutd & role
to conduct privilege activities

3. Ensure users privileges are restrictive in nature, and are assigned base
needs to conduct business activities Advanced

4. Privilege or administrative accounts shall not be used for conduc
normal day to day operationalctivity

5. Ensure usage of service accounts are controlled, and are not hardcod
application codes are scripts

6. Enforce multifactor authentication scheme for all administrative access

7. Mandate administrative or privilege access and associated activiies
logged and audited

® PUBLIC/ ol — ¢
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AC 2.3 | The healthcare entityshall establish process for secure allocation, use .
management of security credentials.

The healthcare entityshalt

1.

Ensure default application and system passwords are changed anc
beingused

Ensure passwords are always hashed and stored in encrypted format

During initial user account creation, communicate details of user accc
and password in two different communication modadis

Enforce complexity requirements on password charactensd shall have
at least

a. Hght characters

b. One number, one uppecase and lowecase character, and i
special character

Enforce passwords, including that of service accounts and privile
accounts, are recycled at an entidefined time frame

Ensure thatpassword history is maintained, and shall restrict users fr
using immediately used previous passwordat least 3 previous
passwords)

Educate users to adopt good practices while selecting and u
passwords

UAE IA ReferenceT5.2.1, T5.2.2, T5.2, T5.3.1, T5.5.3
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AC 3 Equipment and Devices Access Control

Control Demands

AC 3.1 | The healthcare entityshall protect confidential and secret information c
portable or removable media, mobile or pettle devices, and medice
equipment or devices.

The healthcare entityhalt

1.

Authenticate user, where relevant, access to equipment, devices
media

Ensure media containing confidential and secret information is passw
protected and encrypted

Where rekévant, control access to medical equipment and devices throl
password enforcement in compliance with the healthcare entit
password complexity and usage requirements

Control access to mobile and portable devices hosting confidential
secret informaton

Establish mobile device management process to protect en
information being used, processed or stored in mobile devices

AC 3.2 | The healthcare entityshall control access to equipment, devicaystemand
facilitiesat teleworking sites

The healthcare entityhalt

1.

4.

Ensure access to equipment, devicegstemand facilitiesat teleworking
sites are authenticated, and their access to entity resources are authot
based on need

Ensure confidentiality and protection of healthcare and pmaral health
information while providing/consuming services through teleworkil
principles, including telemedicine related services

Conduct random audit of equipment, devicesystem and facilities at
teleworking sites

Maintain an inventory of assets in@isit teleworking sites

UAE IA ReferenceT5.7.1, T5.7.2
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Control Criteria

Basic/Transitional/Advanced

Transitional

Transitional
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AC 4 Access Reviews

Control Criteria

Basic/Transitional/Advanced

Control Demands

Ac 4.1 | The healthcare entityghall review access and privileges granted to its user.
The healthare entityshalt
1. Establish process for the reviewing of user access and associated privi
to various entity resources
2. Define responsibility for access and privileges review, based on e

resources being accessed _
- . . Basic
3. Conduct user access and privilegesiew at least once a year or earlier,

required bythe entityd 13k environment
Maintain an up to date inventory of access granted and privileges assig

5. Define the criteria for the automatic revocation of user access a
privileges based othe entityd dfined period of inactivity or nomisage of
resources

UAE IA ReferenceT5.2.4
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Network Access Control

Control Demands

shall be provided based on specific ndedwhich the user is authorized for
The healthcare entityshall use appropriate authentication methods tontrol
access of remote users

The healthcare entityhalt

1. Ensure all remotéogin and access are only through secure channels

2. Consider usage of multifactor authentication scheme to control acces:
remote users

The healthcare entityshall identify all equipment and devices connected to
network, and shall have &omated mechanism to detect unahorized
equipment and devices

The healthcare entityshall control access for the purpose of diagnostic ¢

configuration

The healthcare entityghalt

1. lIdentify and whitelist all ports, services and utilitiesathare used for
troubleshooing, and fordiagnostics and configuratiopurposes

2. Define protection mechanism for the diagnostic and configurati
services and utilities that are essential, and disable services and uti
that are not required.

3. Restrict &cess for remote troubleshooting, diagnostic and configurati
to authorized roles anghall be allowedrom authorized workstations

4. Log all remote access activities related to troubleshooting, diagnostic
configuration

User access tahared and isolated networks shall be restricted

The healthcare entityghalt

1. Provide access to shared and isolated networks in line with its Ac
Control Policy, requirements of business applications and need to ac
shared resources

® PUBLIC /oL«

Control Criteria

Basic/Transitional/Advanced

Basic

Basic

Basic

Advanced

Basic
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AC 5.6 | Thehealthcare entityshall define and implement network routing controls i
ensure information flow and system, devices, equipment connections are
compromised and are in line with requirements of Access Control Policy

The healthcare entityshalt

1. Establidq processs for secure configuration and rules application f
network routing requirements

2. Alwaysensure source and destination address and services or ports
used while defining and applying routing rules

3. Enable routing protection countermeasures tov@d manipulation of
routing systems and tables

4. Define and implement network architecture that segregates and isola Transitional
internal and publically accessible systems.
5. External connections to information systems and networks outside en
shall be managed thnegh interfaces consisting of perimeter protectio
devices (such as firewalls)
6. Ensure that communications with external systems, networks and
internal systems are always monitored for malicious and suspici
payloads
7. Periodically scan for any covert @hnel connections to public network
bypassing entity security defence
AC 5.7 | The healthcare entitghall ensure wireless access within the entity is secure
The healthcare entityhalt
1. Establish usage restrictions and secure configuratiequirements
2. Establish authorization process for wireless access and usage
3. Ensure public and guest access are segregated and isolated finen
entitU Gn@rnal network
Transitional

Ensure that internal wireless is not broadcasted
Authenticate wireless connectionsising strong encryption mechanisn

andAAOAA 11 AT OEOUBO ET OAOT Al AODC
6. Control privileged and administrative activities are not carried out throu
the entitU dwieless network

7. Restrict wireless access capabilities of medical equipment aviceds

UAE IA ReferenceT5.4.1, T5.4.2, T5.4.3, T5.4.4, T5.4.5, T5.4.6, T5.4.7
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AC 6 Operating System Access Control

Control Criteria

Basic/Transitional/Advanced

Control Demands

AC 6.1 | The healthcare entityshall establish and enforceecure logon and logoff
procedures to control access to system and applications.

The healthcare entityhalt
1. Ensure that access to entities systems, applications and services
process, use or store healthcare information are authenticated

2. Enforce aitomated locking of workstatiofrsystem after a predefined
period of inactivity

3. Establish authorization procedures, based on classification of syste Basic
application, services and information in scope
Establish and enforce idle session tiroat requirements

Automatically terminate inactive sessions after a predefined period
session inactivity

6. Display a logon banner that requires the user to acknowledge and ac

security terms and their responsibilities before access to the syster
granted

AC 6.2 | The healthcare entityhall create unique identifier (user ID) for each users v
require access to entities systems, applications or services, and
implement a suitable authentication technique.

The healthcare entitghalt Basic
1. Grant each user with a wjie identifier

2. Ensure all user activities are logged with the associated identifier

AC 6.3 | The healthcare entityshall restrict and control the use of utility programs ai
tools that might be capable of overriding system and application controls.
The healthcare entityshalt

1. Identify essential system utilities @htools and enforce appropriate

controls for use Advanced

2. Provide access to system utilities and tools based on appropr
authorization

3. Maintain inventory of access to system utilities and tools

Monitor use of system utilities and tools

UAE IA ReferenceT5.5.1T5.5.2, T5.5.4
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AC 7 Application and Information Access Control

Control Demands Control Criteria
Basic/Transitional/Advanced

AC 7.1 | The healthcare entityshall restrict acces to information and applicatior
system functions in accordance with the access control policy.

The healthcare entityhalt

1. Ensure access to information and application access is restricted
based on needo-know principles and appropriate authorizatio

Basic
Enforce rolebased access mechanisms
The need for access shall be justified by individuals responsibilities
Ensure that office assistants, cleaning staffs and other unauthori
personneldo not have access to healthcare data
AC 7.2 The' healthcare entity shall isolate sensitive systems in a dedicat Transitional
environment.
AC 7.3 | The healthcare entityghall implement controls and shall not expose Aoublic
information tothe general public.
The healthcare entityhalt
1. Establish and enforce pcedures for publishing of public information t
ensure norpublic information § not exposed accidently or deliberately Transitional

2. Establish and enforce procedure to periodically valid#tat non-public
information is not exposed to the public domain

Validate relewance of publicly available information

Ensure no healthcare and related data is exposed to the public domain

UAE |IA ReferenceT5.6.1, T5.6.2, T5.6.3
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5. Operations Management
Healthcare entities continual effort to sustain and improve riskiemvment demands the need for effective
management of operational activities in support of information handling, processing, sharing and storage.
Operations management aims to establish and/or strengthen healthcare entities processes and efforts to
improve and enhance control environment. Objective outcome of effective operations management

includes, but is not limited to:

Improved security and reduce probabilities of compromise
Reduced errors

Controlled unauthorized activities

Regulated efforts

Increased #iciency

=A =4 =4 -4 -4 =4

Reduced security incidents

The objectivity of providing healthcare services shall consider security and safety of assets (data,
technology, and application) in support of service delivery and healthcare entities shall demonstrate

commitment in ddining and controlling of operational activities concerning service delivery.

Objective:
To ensure that activities concerning support and maintenance of data, technology, and application are
controlled and carried out in a standardized manner to reduazbpbilities of errors and compromises, and

to increase efficiency and security.

Supporting or dependent entity policy references:

1) Change Management Policy
2) Capacity Management Policy
3) System Acceptance Policy
4) Quality Management Policy
5) Backup Policy

6) Monitoring Policy

® PUBLIC/ ol — ¢
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OoM1 Operations Management Policy

Control Criteria

Basic/Transitional/Advanced

Control Demands

OM1.1 | The healthcare entityshall develop, enforce and maintain awperations
managementpolicy to ensuresupport and maintenance activitiesoncerning
data, technology and application are controlled

The policy shall

1. Berelevant and appropriate O EA EAAI OEAAOA AT Ol
environment concerning data, technology and application

2. Establish management demands on:

a.

-~ 0 oo T

° o«

Segregationof duties
Configuration management
Change control

Baselines and minimum security configurations Basic
Standard operating procedures

Capacity management

System acceptance

Malware control

Quality management

Backup management

Logging and monitoring

Patch management

3. Provide framework for managing operational activities

UAE IA ReferenceT3.1.1
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OM 2 Operational Procedures

Control Criteria

Basic/Transitional/Advanced

Control Demands

OM2.1 | The healthcare entity shall develop and enforce Hase and recommendec
configuration settings for common information technology products al
applications, medical devices and equipment

The healthcare entity, while developing baseline and recomment
configuration setting, shall consider:

1. - AT O /A A &Qig Aetrin@endations

Transitional
2. Requirements of this Standard
3. Industry best practices
4. Risk mitigation strategies
5. Corrective and preventive actions (audit, assessment and incic
outcomes)
OomM2.2 The healthcare entity shall document operating procees for all support,
operational and maintenance activities of information systems a
application, medical devices and equipment
The healthcare entity shall:
Transitional

1. Disseminate operating procedures and ensure all relevant stakehol
are aware of their resporiziities as needed by their role

2. Ensure operating procedures are relevant and are updated on def
timelines or when essential

3. Ensure system documentation includes-tp-date diagrams.

® PUBLIC/ ol — ¢
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OM 2.3 | The healthcare entity shall control changes toformation systems and
application, medical devices and equipment

The healthcare entity shall:
1. Establish a Change Advisory Board to authorize changes

2. Define and enforce a change management process that addresses
following elements:

a. ldentification andrecording of significant changes

Planning and testing of changes

Assessment of potential impacts Transitional
Formal approval procedure

Communication of change to all relevant stakeholders

-~ ® oo T

Rolkback plan to be utilized during unsuccessful changes

Post implementation asessment

2«

Maintenance of previous version of software, code &
configurations

3. Define information systems and applications, medical devices
equipment that shall be covered by the Change Management Process

OM 2.4 | The healthcare entity shalestablish a process that controls transition
information systems and applications
The healthcare entity shall: .
Transitional
1. Ensure that movement of system and applications from development
project state to operational or production state are managed through 1
Authorization and Change Process

OM 2.5 | The healthcare entity shall identify and segregate roles of conflicting inters
and assign responsibilities accordingly

The healthcare entity shall: Transitional

1. Implement suitable alternativeor compensatingcontrols when roles of
conflicting interestscannot beassigned to different individuals

OM 2.6 | The healthcare entity shall identify and separate development, test, stac
and operational environments
The healthcare entity shall:
1. Identify the gpropriate level oforotection between operationalstaging,
test, and development environments Transitional
2. Document and apply clear processes for the transfedatf, information,
code, configurationsoftwareand systemsetweenenvironments
3. Ensure ads operationddata is not used in test environment
4. Restrict usage/migration of test data into operational environment

UAE IA ReferenceT3.2.1, T3.2.2,T3.2.3, T3.2.4, T.3.2.5
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OM 3 Planning and Acceptance

Control Criteria

Basic/Trasitional/Advanced

Control Demands

OoM3.1 The healthcare entity shall identify and document current and future capa
requirements while planning for new information systems and applications

The healthcare entity shall:

1. Have the ability to monitor and measure the cafigaf current systems
and estimate future information systems and application demands

2. Ensure there is sufficient capacity with information systems to support
good system performance and reliability.

Advanced
3. Identify capacity thresholds for all information systeraad applications,
and shall define advance escalation matrix to ensure capacity dem:
are met
4. Establish process to:
a. decommission systems that are no longer needed
b. optimise databases
c. archive data that is not accessed regularly
OomM3.2 The healtltare entity shall establish acceptance criteria for new informat
systems and applications, changes, upgrades and releases, in additic
satisfactory test results
The healthcare entity shall:
1. Establish processes for system acceptance, and ensure system
acceptance is acknowledged by the relevant authoritative individual
2. Develop test cases for each of the requirements and changes and ens
Transitional

tests are carried out and test results documented prior to usagmin
operational environment

3. Ensure testing is ne&r performed on production systems

4. Ensure user profiles (with permissions appropriate for the tasks) used
testing are different from the ones used for operational and developme
activities

5. Ensure development tools and/editorsare notinstalled onoperational
systems

UAE |IA ReferenceT3.3.1, T3.3.2
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OM 4 Malware Protection

Control Criteria
Basic/Transitional/Advanced

Control Demands

OoM4.1 The healthcare entity shall protect its information assets from malware
The healthcare stity shall:

1. Ensureminimum security configurationgs maintained in all information
assets, as applicable and as relevant

2. Implement antimalware and antivirusprotection mechanisms for
network and individual information systems (server, workstation,
mobile/portable computing devices)

3. Ensure antmalware and antvirus protections mechanisms are updatec
and current

4. Enable reatime protection capabilities Basic
5. Establish and enforce periodic scan schedules
6. Scan removable media for viruses and malware on all gioca when
they are connected to information systems
7. Disable auterun features for removable media on information systems
8. Configure antimalware and antvirus protection systems to alert
responsible stakeholders on event, incident or anomaly detection
9. Provide ongoing awareness for users @thniques, tactics and procedur
to avoid and minimize probabilities of malware and virus attacks
OoM4.2 The healthcare entity shall deploy gateway level protection mechanism:
detect and defend against malwasnd viruses
The healthcare entity shall:
1. Deploy gateway level protection for web and email traffic from and to t Advanced

entity

2. Implement technology that can detect and prevent access to malicious
websites or sites from prohibited categories.

UAE IAReference:T3.4.1

® PUBLIC/ ol — ¢
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OM 5 Backup and Archival

Control Criteria
Basic/Transitional/Advanced

Control Demands

OM5.1 The healthcare entity shall maintain backup copies of essential informa
and software needed to support care deliyand its operatns

The healthcare entity shall:

1.

Establish backup management process that identifies;

a.

b
C.
d.
e

Essential and critical informationn support of care delivery
business and entity operations

Data owner Basic
Data recovery point and time requirements
Backup frequencies, tie of execution and methods

Data restoration frequencies and test criteria

Ensure backup of all identified essential and critical data

Ensure data restoration requirements for continuity and recovery are
adequately met

OM5L.2 | The healthcare entity Isall establish data archival requirements that satisfi
entities retention demands

The healthcare entity shall:

1.
2.

Establish formal processes for archival and destruction of data

Identify datasets and establish retention requirements as needed by
law, reguhtion, and entity demands

Identify and enforce archival criteria (what and when to archive, how Advanced
long to archive) and methods (physical/electronic) that satisfies
established retention timelines

Preserve data during archival

Destroy data that has crossedtantion timelines and are no longer
required by the entity

Maintain adequate record on archival and destruction

UAE IA ReferenceT3.5.1
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OM 6 Monitoring and Logging

Control Criteria
Basic/Transitional/Advanced

Control Demands

OM®6.1 | The healthcare entity shall establish and enforce monitoring procedures
information systems and application, medical devices and equipment

Monitoring procedures shall:

1. Identify aspects (system use, changes, unauthorized activities, inte
processing, egeption, information exchange, integration, access, etc.)
be monitored

2. Establish frequency and methods (dashboards, wiak, mobileapp,
scheduled tasks, parameter validation, logs, records, manual verifical
etc.) of monitoring

Advanced
3. Establish minimum iformation gathering requirements for eacl
monitoring activities
4. Define minimum time requirements for maintaining information gathere
from monitoring activities
5. Define criteria for alerting and escalation
6. Have defined criteria that quantifies specific ootoes of monitoring as
incidents
7. Establish roles for monitoring activities and assign specific responsibili
OM6.2 The healthcare entity shall enable audit logs recording administrator, oper:
and user activities, exceptions and security eige The log shall include fault
related to information processing and communication
The healthcare entity shall:
1. Identify all activities to be captured in logs for all hardware devic
equipment, operating systems and applications
2. ldentify minimum requied information to be logged Advanced

3. Define minimum frequency requirements for reviewingch type of log

4. Define minimum time requirements for maintainingach type of log
commensurate with legal, regulatory and entity demands

5. Ensure that logs are not tamperedtivior modified or destroyed

6. Ensure unauthorized access to logs are controlled

® PUBLIC/ ol — ¢
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OM 6.3 | The healthcare entity shall preserve logs in a centralized log manager
system

The healthcare entity shall:
1. Control access to the centralized log managemeniusion

2. Ensure the centralized log management solution is managed
individuals who do not have operational role in implementing or maint
information systems or application

3. Retain logs for a period commensurate with legal, regulatory and er Advanced
demandson each type of log

4. $AEFET A OOA AAOGAOG AT A AAOEAT AOAO
recommendations, and shall consider:
a. System utilisation and performance trends
b. Deviation from entity policy and procedures
c. Access control variances and violations
d. Any potential sign of security breach or attack
OM 6.4 | The healthcare entity shall synchronize clock of all information systems
an agreed time source
The healthcare entity shall:

1. Standardize date/time format and enforce the standard timea® used in
all systems Basic

2. Ensure clock of medical devices and equipment are same as that o
connected systems

3. Regularly check that the clocks of all relevant information process
systems are synchronized.

OM 6.5 | The healthcare entity shall definend establish formal procedure for update
and patching of information system and application, medical devices
equipment

The healthcare entity shall:

1. Ensure all systems and devices that process or communicate informe
are patched and protected

2. Define criteria and process for application of standard, urgent and crit )
patches Basic

3. Ensure all critical security patches are applied as soon as practicable
the date of release.

4. Ensure patches are deployed to a subset of systems or devices to
testing before deployment to all.

5. Ensure firmware on devices are updated

6. Periodically validate patch status of systems and devices in use

® PUBLIC/ ol — ¢
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OM 6.6 | The healthcare entityshallmonitor information processing systems to prevel
opportunities for information éakage

. Transitional
The healthcare entity shall:

1. Implement data leakage prevention (DLP) measures

UAE IA ReferenceT3.6.1, T3.6.2, T3.6.3, T3.6.4, T3.6.5, T3.6.6, T3.6.7, T7.6.4, T7.7.1
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OM 7 Security Assessment and Vulnerability Management

Control Demands

oM7.1 The healthcare entity shall conduct periodic independent assessmen
ensure information assets are secure and always protected

The healthcare enty shall:
1. Establish yearly schedules and conduct:
a 0AT AOOAOGEIT I OAOGOET ¢ 11 o
applications and security infrastructures and environment
b. 601 T AOAAEI EOU AOOAOGOI AT O
applications and security infrastctures and environment

c. Web security assessments on web applications acces:
over internet

2. Establish processes to conduct security testing and authorization
authorized business and security stakeholders for new system/applice
and upgrades prior tproduction roltout and usage

3. Establish processes to mitigate and manage identified findings i
vulnerabilities

4. Share reports on identified findings and vulnerabilities and the status
mitigation with:
a 4EA AT OEOUGBO 1 AT ACAi AT O

b. Department of Health, Abd EAAES O EAAI OE

5. Periodically follow up on the progress and status of mitigation meast
with the appropriate stakeholders

6. Verify effectiveness and efficiency of mitigation measures

The healthcare entity shall ensuthat assessment data is not available wi
third parties engaged to conduct assessments beyond the time
engagement

The healthcare entity shall:

OoM7.2

1. Ensure that system, network, applications and security rela
information is shared with third parties whehey are onsite

2. %1 OO0OA OEAO All ET &£ Oi AGETT OA
applications and security infrastructures and environment &
AOOAOGOI AT O 1T OOATT AO AOA AOAOGAA
and environment after the completionfdhe assessment activity

3. Ensure that any shared reports are suitably protected through
adequate encryption mechanism

UAE IA ReferenceT7.7.1
® PUBLIC/ol__«
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Transitional

Transitional
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Ol x AOAO aridisériced EUAOQET

necessitates sharing of appropriate information with eligible stakeholders within and across entities.

Stakeholder utilization of information from within and across entity has influenced decisions, and improved

outcomes It is essential thatite communication between various information processing components are

provisioned through controlled communication process and channel. It is essential healthcare entities define

criteria, rules and controls that secure communication proesssomponents interfaces, channels and

stakeholders to securely aid human to machine, machine to machine, machine to human and human to

human communication to facilitate information exchange.

Risk environment of the connected world demarttisit anentity i@anagementbe conscious ahe current

risk environment concerning communication and information exchange, &mat it defines proactive

measures that shall

1 Secure entities communication infrastructures

1 Ensure information exchange are controlled through formal exad@agreements and controls

1 Ensure information is delivered to right stakeholders or information processing components

1 Minimize probabilities of unauthorized access

Objective:

To ensure information exchanged between authorized resources are secured vetiinacross entity

boundaries.

1)
2)
3)
4)

5)

Supporting or dependent entity policy references:

Communication & Operation Management Policy
Cryptography Policy

Network Access Policy

Wireless Access Control Policy

Cloud Security Policy

® PUBLIC /oL«
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CM1 Communications Policy

Control Criteria
Basic/Transitional/Advanced

Control Demands

CM1.1 The healthcare entityshall cevelop, enforce and maintain a communicatiol
policy, to ensuranformation in transit and information being exchanged a
adequately protected

The policy shall

1. Be relevant and appropriate t© EA AT OEOU8 O ET A&l
communications demands

Demonstrate management commitment, objectives and directions

Establish management demands on:

a.
b
c
d.
e
f

Q.
h.

Protection of communication infrastructure

Communication and protectio of personal health information Basic
Information exchange agreements

Integration methods

Physical mode of information exchange

Electronic and/or online transactions

Information exchange within and beyond entity boundaries

Business information systems

4. Provide famework to protect information in transit from interception

copying,

modification, misrouting, destruction and any oth

unauthorized activities

UAE |IA ReferenceT4.1.1
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CM 2 Information Exchange

Control Criteria
Basic/Transibnal/Advanced

Control Demands

CmM21 The healthcare entityshall develop, enforce and maintain formal procedurt
on information exchange and transfer incorporating control measure t
protects information during information exchange and transfer

The procedures shall:

1. Include control measures to protect and reduce probabilities
compromise during information exchange and transfer taking ir
account:

a. Classification and value of information Transitional
b. Information exchange and processing environment
c. Stakeholders involved

2. ldentify minimum technical standards for packaging and transmission ¢
health information

3. Establishresponsibilities andanctionsfor actions and deviations

4. Define actions to be taken during issues, incidents and deviations
CM 2.2 | The healthcare entit shall ensure that critical and private information

protected while in transit

The healthcare entity shall:

1. Ensure that usename and password are communicated using t Basic
different communication channels (email and SMExt, or email and
phone, etc.)

2. Ercrypt critical information before transferring and sharir
encryption/decryption key using a different communication channel

CM 2.3 | The healthcare entity shall develop secure practices aagabilities while
sharing information
The healthcare entitghall:
1. Protect information that is exchanged within the entity

2. Ensure that information exchanged between entities, and informati

sharing communities are protected Basic

3. For customdeveloped applications, ensutbat the exchange or transfe
of information betveen systemsand applicationsuses appropate
interoperability standards

4. Identify and implementsecurity requirements for exchanging informatio
and software withthird parties

® PUBLIC/ ol — ¢
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CM 2.4 | The healthcare entity shall establish agreements between theitgnand
external parties for the exchange of information and software

The healthcare entity shall, prior to the beginning of exchange of informal
and software:

1.

Brief and agree with the external parties on all security requirement:
be included in thegreement

Include additional control requirements when exchange of informati

includes:
a. Protected health information (PHI)
b. Personally identifiable information (PII)
Clearly define roles and responsibilities of each party to the agreemen Basic

Establish nordisclosure agreements for all disclosures between 1
entity and the external parties

Include in the agreements:

a.
b.
c.
d.

e.

Definitions of information to be protected
Duration of agreement

Process for notification of leakage
Ownership

Right to audit and monitor activies that involve persona
health informationand personally identifiable information

CM 25 | The healthcare entity shall ensure that external parties involved in
exchange of information and software are aware of the security requirem
to be implemented

Transitional

The healthcare entity shall:

1. Ensure all security requirements formally agreed between the entity i

® PUBLIC /oL«

the external parties are implemented and are effective
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CM 2.6 | The healthcare entity shall protect physical media containing infotioma
during transit

The healthcare entity shall:

1. Identify and ensure that physical media containing sensitive is classifie
accordance with the established classification scheme

2. Ensure that physical media in transit containing sensitive informatios
protected against:

a. Information disclosure or leakage
b. Loss of information or media

c. Modification

d. Unauthorized access

3. Ensure that physical media in transit containing sensitive informatiot
adequately tracked

4. Utilize trusted entity staff or courier servicerftransporting media

CM 2.7 | The healthcare entity shall protect information involved in electro
messaging
The healthcare entity shall:

1. Identify and categorize all means of electronic messaging through wt
the entity information can be transrtted

2. Define specific control requirements for each identified category
electronic messaging

3. Ensure exchange of information is based on need and are address:
authorized and legitimate resources

4. Ensure appropriate electronic signatures containingdedisclaimers are
used for electronic messaging.

CM 2.8 | The healthcare entity shall develop, enforce and maintain procedures
secure information transferred across business information systems

The procedures shall:

1. Identify all points ofriterconnections and integrations between busine
information systems and identify the information to be protected

2. ldentify adequate security measures to be applied to protect each typ
information

UAE |IA ReferenceT4.2.1, T4.2.2, T4.2.3, T44, T4.2.5
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CM 3 Electronic Commerce

Control Criteria

Basic/Transitional/Advanced

Control Demands

CM3.1 The healthcare entity shall protect electronic commerce service
information involved passing over public and untrusted networks from isen
compromise and fraudulent activity, contract dispute, unauthorized disclos
and modification

The healthcare entity shall:

1. Maintain a list of electronic commerce services along with details of:
a. Service details and information involved Transitional
b. Electronic commece service provider and partner detail
c. Beneficiary details

2. Identify and implement security measures to protect information usec
electronic commerce services

3. Ensure security requirements are agreed and captured in ser
agreements with electronic comerce partners

The healthcare entity shall protect information involved in online transactic
against incomplete transmission, misrouting, unauthorized mess:
alteration, unauthorized disclosure and unauthorized message duplicatiol
replay

CM 3.2

The healthcare entity shall:

1. Identify all information used in online transactions Transitional

2. ldentify and implement security measures to protect information usec
online transactions

3. Ensure security requirements are agreed and captured in ser
agreementswith partners involved in online transactions

CM 3.3 | The healthcare entity shall protect information available through the publi

accessible system

The healthcare entity shall:

1. Identify all information available through the publicly acciésde system

2. Establish process to publish and maintain information on the publ
accessible systems Advanced

Ensure information is sanitized and approved before publication

4. Define security measures to publish information on publicly access
systems

5. Ensures thatnformation available through the publicly accessible syste
is always available and is protected against unauthorized modification

UAE IA ReferenceT4.3.1, T4.3.2, T4.3.3
® PUBLIC /oL«
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CM 4 Information Sharing Platforms

Control Demands

CM4.1 The healthcare entityshall ensure that connectivity to information sharir
platforms is secure and controlled

The healthcare entitwhall:

1. Maintain a list of information sharing platforms that the entity connec
to and/or operates

2. Determine security requirements for connecting to or release
information into identified information sharing platforms

3. Establish security requirement for accessing entity operated informat
sharing platforms

4. Develop required capabilitieso establish secure connectivity to ar

required sector, national or international information sharing communit
CM 4.2 | The healthcare entityshall not use cloud services or infrastructure to sto

process or share information that contains Hisainformation

The healthcare entityshall:

1. Ensure that healthcare information is not transmitted outside the UAE

2. ldentify and disconnect integration of system that process, store or uti
EAAI OE ET &£ Oi AGET 1T xEOE AT Uoritike
cloud services

3. Not share identified or dédentified health information with &l parties,
inclusive of counterparts and partners, unless authorized by the he
sector regulator of Abu Dhabi

CM 4.3 | The healthcare entityshall ensure tht access to health information exchanc
platforms within the UAE is strictly controlled
The healthcare entityshall:

1. Ensure that access to health information exchange platforms are provi
to resources with an authorized need and are not misused

2. Periodially validate and verify access requirements to health informat
exchange platforms

3. Conduct frequent assessments and audits to identify misuse and en
compliance

4. Report on incidents and misuse to the health information exchar
operator and the heah sector regulator of Abu Dhabi

UAE IA ReferenceT4.4.1, T4.4.2. T.6.3.1
® PUBLIC /oL«
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CM5 Network Security Management

Control Demands

CM5.1 The healthcare entityshall ensure that all networks and supportir
infrastructures are adequately managed, controlled and protected

The healthcare entityghall:

1.

Ensurethat all network components and interconnections are identifis
and sufficiently documented including documentation of update:
incorporated via the charggmanagement process

Ensurethat network documentation includes up to date diagrams

Identify threats and vulnerabilities affecting network components a
network as a whole

Implement specific security controls to mitigate identified vulnerabilitie
Centraizethe management of acces®ntrol to networking components

Ensurethat only trusted devices and users caailg access to interna
networks

Continually monitor implemented controls for their efficiency ar
effectiveness

CM 5.2 | The healthcare entit shall identify and enforce security requirement
service levels, and management requirements as part of relevant netv
services agreements

The healthcare entityshall:

1.

Specify specific security requirements essential for each of its netv
services

Establish minimum security requirements for each identified service

Establish service levels for internal and external network ser
providers

Evaluate service level compliance and report deviation to reley
authorities

® PUBLIC /oL«
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Transitional
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CM 5.3 | The healthcae entity shall segregate physical, logical and wireless netwa
based on criticality, nature of services and users information systems

The healthcare entityghall:

1.
2.

Establish criteria for network segregation

Establish and maintain appropriate network seity zones, allowing
data flow followthrough controlled path

Establish minimum and specific security requirements for each of
segregated networks, zones and resources

Periodically evaluate the adequacy of implemented segregation strate

CM 5.4 | The healthcare entityshall ensure that all wireless networks are adequat
protected

The healthcare entitghall:

1.

Conduct site survey to determine the optimal physical location for
placement of wireless accegmints or devices to avoid stray sign
I AAEET C T OOOEAA OEA A1 OEOGUGO DE
Ensure that wireless access points are configured to use st
authentication and cryptographic methods

Ensure that only trusted devices and users gain access to intel
networks via wireless access

Ensurethat guest access provided to visitors and guest are physically
1T CEAAIT U EOIT AGAA AT A OEAIT 1
network

Monitor access and usage of guest wireless facilities

UAE |IA ReferenceT4.5.1, T4.5.2, T4.5.3, T45
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7. Health Information and Security
Health information has become fundamental to the provision of healthcare services. Healthcare entities
generate and utilize healthcare information and establish relations with individuals to give the information a

persigent value during its lifecycle of usage and references.

0OEOAAU 1T &£ EAAI OE ET &£ Of AGETT EO A DAOEAT 060 AAOGEA
Healthcare entities shall demonstrate care, prudence and determination in protecting heaéthca

information under their custody, and uphold the public trygacedon them.

It is a government mandate that healthcare information be considered as highly classified data element,
be protected throughits lifecycle Healthcare entities shall estalslh control measures that shall prevent and

minimize probabilities af

1 Unauthorized access and/or usage of healthcare data

1 Unauthorized or accidental modification of healthcare data

1 Leakage of healthcare data

1 Loss of healthcare data

Healthcare entities shatonsidercritical:
T ol A6O PEUOEAAI 10 i1 AT OAl EAAI OE AT TAEQGETITO 10 OOA
9 dinical decisionsind healthcare services provided

1 Payments concerninghealthcareservices provided or envisioned

Objective:
To ensure healthcare information are suitably protedt to uphold public trust and reliability on

governmental interest and values, and to sustain entity reputation in the provisioning of healthcare services.

Supporting or dependent entity policy references:

1) Information Security Management Policy
2) AcceptableUsage Policy
3) Compliance Policy

4) Disciplinary Actions Policy

® PUBLIC/ ol — ¢
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HI 1 Health Information Protection Policy

Control Criteria
Basic/Transitional/Advanced

Control Demands

HI 1.1 The healthcare entity shall develop, enforce and maintain a heal
information pi OAAOET 1T BHIi1 EAU OEAO AT 060
protect healthcare information
The policy shall:
1. Define management requirements on;
a. Criteria for access and acceptable usage
- . Basic
b. Accountability and/or data ownership
c. Healthcare data communication or shag

2. Mandate the requirements of noedisclosure and confidentiality durin
and after employment

Define government sanctions and legal obligations
4. Include reference to organizational disciplinary process

UAE IA ReferenceMb5.2.4
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HI 2 Health Information Privacy and Protection
Control Demands Control Criteria
Basic/Transitional/Advanced
HI2.1 The healthcare entityshall ensure that healthcare information under i

custody is suitably protected
The healthcare entitwhall:

1. Conduct orientation on hdthcare information protection and
sanctions to all its employees, relevant contractors and third par
prior to their access to healthcare information

2. Establish stricter process to ensure clear desk and clear screen pra
are adhered to in areas whe healthcare information is used, process:
or handled

Define and enforce criteria for healthcare information access

Ensure access to health information systems and applications
restricted for individuals possessing a valid licence to practice t
profession within the UAE, and any exception shall be authorizec
entity CISO based on adequate justification

5. Control and restrict privileges for printing and sharing of healthc
information

6. Ensure cleaning staff access to areas where patient relateadtheare
information is being viewed, accessed, used, processed, stored ar
destroyed are monitored or under surveillance coverage

7. Ensure any hardcopy/media containing healthcare information
shredded after its usefulness

8. Establish processes for shtding all hardcopy documents before the
disposal

9. Ensure that healthcare information with personal identifiers is r
available unattended

10. Ensure printing of healthcare information is limited to local printers &
are not printed through uncontrolled netark printers

11. Establish processes to notify the health sector regulator of
probabilities of breaches involving healthcare information

UAE |IA ReferenceM5.2.4
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Third Party Security
Operational efficiency, time to deliver and cost saving agpezbmpels entity management to utilize third
party services or resources to complement service delivery. Involvement of third parties in the process of
care delivery and associated areas are inevitable and needs stronger control measures to secusssetity

and information.

Healthcare entity management shall be cognizanttbé fact that a significant portion of privacy breaas
originates with organizations that contracted activities and services to third parties. Adequate due diligence
to activities and services to be contracted, and a proactive identification and definition of control
environment to secure privacy and information assets would minimize damages and benefit healthcare
entities and the government. Entities that entrust access to thirdrtes acknowledge and share

responsibilities for the breaches.

I EAAI OE ArAadaembrit hall®eadivare tiie risk environmentrelated tothird party services and
resourcesestablisha suitable framework for third party management and defiaeontrol environment that
shalt

Reduce probabilities of information leakage and loss
Secure information assets
Minimize unauthorized access and usage

Uphold organizational and governmental reputation

=A =4 =4 =4 =4

Ensure service continuity

Objective:

To ensure third partyervices are controlled through suitable procedural obligations and contractual terms

to secure privacy and protect information assets.

Supporting or dependent entity policy references:

1) Access ContrdPolicy

2) Operations Management Policy
3) Procurement Polly

4) Supply Chain Management Policy

5) Compliance Policy

® PUBLIC /oL«
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TP 1 Third Party Security Policy

Control Criteria
Basic/Transitional/Advanced

Control Demands

TP1.1 The healthcare entityshall develop, enforce and maintain a third part
security policyto facilitate implementation of the associated controls and
reduce probabilities of risk realization concerning third parties

The policy shall
1. Be relevant and appropriate tthe relationship of the entity and the thirc

party
2. Establish a framework that facilitate

a. Secure management of third party services and their role
healthcare and/or related services

b. Defining and including information security objectives

c. Third party briefing of security requirements Basic
d. Definition of roles and responsibilities

Demonstrate malk CAT AT 68O AT i1 EOI AT Oh T A

%OOAAT EOE | AT ACAI AT 060 AobAAOAO
a. Privacy and protection of information assets

b. Access to system, application, device, equipment and crit
area

c. Non disclosures and terms of use

5. Be read and acknowledgl by stakeholders and third part
representatives authorized to sign on their behalf

UAE IA ReferenceT6.1.1

® PUBLIC/ ol — ¢
Page 79 0of 116



a_n

1| d) il

DEPARTMENT OF HEALTH

TP 2 Third Party Service Delivery and Monitoring

Control Demands

TP2.1 The healthcareentity shall identify and enforce security requirements, serv
levels and management requirements as part of relevant third party sery
agreements

The healthcare entitwhall:

1.

Ensure that specific security requirements essential for each of typ:
services are included in the service delivery agreement

Establish minimum security requirements for each identified service

Ensure measures and minimum baselines for each of the identi
security requirements are established and monitored

Establish serdge levels for each of the service through third parties

Define and document the type of information that third party servi
provider needs accede

Assign responsibility for managing third party relationships to
individual or service management team

Identify and include Righto-Audit terms specific to the provisions an
environment of service management

Coordinate withentity contract management and legal teams fahird
party service requirements that needs thstoring, processing anc
transmission ohealth and/or personally identifiableformation

TP 2.2 The healthcare entityshall monitor and review services provided and repc
and records submitted by third parties

The healthcare entityghall;

1.

Monitor compliance of security requirements adtified in agreemens
with third parties

Monitor third party services and ensure required reports are received
reviewed by qualified entity resource

Implement controls for monitoring theexchange of information betweer
various parties to ensurgecurty compliance

Manage incidents and contingencies associated with access and viola

Assess and manage business, commercial, financial and legal
associated with third party services

Perform auditsof third parties services oa regular basis

® PUBLIC /oL«

Control Criteria
Basic/Transitional/Advanced

Basic

Transitional
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TP 2.3 The healthcare entityshall manage changes to the provisions of third pa
services through a formal management process

The healthcare entityghall:

1. Ensure thatchanges toactivities and provisions are in compliance wi

. . Transitional
security requiremens

2. Include as part of the agreement, formal processes to manage change

3. Define parameters of change that shall be communicated and agr
between the entity and the third party

UAE IA ReferenceT6.2.1, T6.2.2, T6.2.3
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9. Information Systems Acaquisition, Development, and Maintenance
The demand for systems and applications to host and process information to deliver business values needs
careful assessment of lifecycle aspects. Wide options and cost effective delivery models attract entities to
determine easy to use and cost effective solutions, ignoring security aspects in order to quickly deliver on

business values.

Healthcare entity management shaitlentify the relevant health information systems and applications,
related risk factors that impat the entities ability to provide reliable services, reputation and reliability of
the solution/product or vendor. Healthcare entity managemestiould beawareof the fact that the solution

or the product selecteavill probablyintroduce new risks that sdil managed throughheir lifecycles.

from one of the below options

1 In-house development, maintenance and support of application and systems

1 Outsource he development, maintenance and support of application and systems

1 Out-of-shelf product deployment, maintained and support by the vendor

1 Cloudbased application utilization

1 Hybrid approach for the development, maintenance and support requirements
Objective:

To emphasighe need forhealthcare entitiesto adopt secure system and software development lifecycle
management processs and to ensurethat systems and applications in use are securely managed and
supported to avoid misuse of privileges and authoritgduce probabilities of information, system and
Apbpl EAAOETT Al i DOl i EOAOR AT A O OpPEIT A AT OEOU AT A
trust.

Supporting or dependent entity policy references:

1) Access ContrdPolicy

2) Operations Management Ry
3) Communications Policy

4) Procurement Policy

5) Third party security policy

6) Compliance Policy

® PUBLIC/ ol — ¢
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SA1 Information Systems Acquisition, Development, and Maintenance Policy

Control Demands

SAl1 The healthcare erity shall develop, enforce and maintain an informatio
systems acquisition, development and maintenance polity facilitate
implementation of secure development and maintenance practices

The policy shall

1. Be relevant and appropriate tthe model and relabnship of the entity
and involved internal and external stakeholders

ITOOOAOA 1T AT ACAI AT 660 AT I TEOD

Establish a framework that facilitates:

a.
b.
c.

d.

Defining and including information security objectives
Selection of the right modehnd approach

Identification and mitigation of risks in involved business a
application processes

Definition of roles and responsibilities

4. Establish management expectations on:

a.
b.

c
d.
e
f.

Privacy and protection of information assets

Secure design, development, tésty, deployment, maintenance
and support

Secure access to systems, applications, devices, and equipm
Secure processing and communication of information and dat:
Non-disclosures requirements

Cryptographic controls and requirements

5. Be read and acknowledgeby involved internal and external stakeholde

UAE |IA ReferenceT7.1.1, T7.4.1

® PUBLIC /oL«
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Basic/Transitional/Advanced

Basic
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SA 2 Security Requirement of Information Systems and Applications

Control Criteria
Basic/Transitional/Advanced

Control Demands

SA2.1 The healthcare entity shal analyse, identify, develop and implement
information security requirements for new information systems a
applications or enhancements to existing systems and applications

Thesecurity requiremenshalt

1. Be relevantto be used for new information systesror enhancements tc
existing information systems

2. Be approved byndividualsauthorized todo soon behalf ofbusiness and

3. Be compliant with the requirements of this standard and secure coc
practices

Address all risk elements idefigd during risk assessments
Outline validation criteria to verify control efficiency and effectiveness
Define system acceptance criteria

N o A

Be included and maintained in business and technical requiren
documents

SA 2.2 The healthcare entityshall ensure developer of information systems, syst:
components or information system services are provided suitable trair
prior to their involvement in development activities

The healthcare entityshall:
1. Identify baseline training requirements that@essential to the developel

2. Acknowledge that developer(Seceived relevant baseline training pric
to theirinvolvement in development activities Transitional

3. Identify training requirements based on implemented security functic
and features

4. Design and execute traing programs to address additional and futul
security requirements

5. Include training requirement in agreements, when the requirements
delivered and managed by third parties

UAE |IA ReferenceT7.2.1, T7.2.2
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SA3 Correct Processing in Aplications

Control Criteria
Basic/Transitional/Advanced

Control Demands

SA31 The healthcare entityshall validate data input to applications to ensure thi
the data is correct and appropriate

The healthcare entitwhall:

1. Define criteria, rules and lidation parameters to validate data input int: Transitional
applications

2. Develop or configure applications to drop input data that is identified
incorrect or inappropriate

SA 3.2 The healthcare entityshall incorporate validation checks into applicats to
detect any corruption of information through processing errors or deliber.
acts

The healthcare entitwhall:

1. Establish minimum requirements for validation checks on inter
processing of application under development to ensure correct proces

Transitional
of data
2. Require application developers to provide evidence of compliance
minimum requirements
3. Ensure that the incorporated validation checks are valid and relevant «
a period of time and meet minimum requirements through tt
APDPi EAAOQES 1 08 1 EEZAAUAI A
SA 3.3 The healthcare entityshall ensure the authenticity and integrity of messag
in applications
The healthcare entitghall: Transitional
1. Identify and enforce requirements to ensure authenticity and integrity
messages transmitted between systeraad applications
SA 3.4 The healthcare entityshall validate data output from applications to ensu
that data is correct and appropriate
The healthcare entitghall: Transitional

1. Define criteria, rules and validation parameters to validate data out
from applications

® PUBLIC/ ol — ¢
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SA 35 The healthcare entityshall ensure that all distributed and mobile applicatio
are designed with the ability to tolerate communication failure

Distributed and mobile applications shall: Transitional

1. Include offline and duplicateor out-of-sequence response messag
handling capabilities

UAE IA ReferenceT7.3.1, T77.3.2,T7.3.3, T7.3.4
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SA 4 Cryptographic Controls

Control Criteria

Basic/Transitional/Advanced

Control Demands

SA4.1 The healthcare entitshallestaA1 EOE EAU [ AT ACAIl AT C
use of cryptographic techniques

Healthcare entities shall:
1. Establish process to:
a. Securely generate and use cryptographic keys
b. Revoke/block keys Transitional
c. Repair damage or corrupted keys
2. Define standards for:
a. Key strengthfor various environments
b. Key storage
3. Protect secret and private keys against unauthorized use and disclosu

UAE |IA ReferenceT7.4.2
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SAS5 Security of System Files

Control Criteria
Basic/Transitional/Advanced

Control Demands

SASL.1 The healthcare entityshall control the installation of software on operation:
systems

The healthcare entitwhall:
1. Ensure software installations are carried out only by authorized resour Advanced
2. Keep a copy of all software installed, including any previousiaess

3. Ensure software installed in production systems are subject to er
change management process and approval

SA 5.2 The healthcare entityshall protect system test data
The healthcare entityshall:

1. Use sample data sets to test application,udiness and securit
functionalities

2. Restrict the use of real data from production systems for testing, allow
it based on appropriate control and authorization from authoritati
business and information security stakeholders

Transitional

3. Maintain records of copyingusing and erasing of operational informatic
in test environment

Ensure that personally identifiable information is not used as test data

Erase any data from test applications immediately after completion of
test

SA5.3 The healthcareentity shall restrict access to program source code

The healthcare entitghall: Transitional

1. Ensure that access to program source code is strictly based on need :
in compliance with entity access control policy

UAE IA ReferenceT7.5.1, T7.5.2, T3
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SA6 Outsourced Software Development

Control Criteria
Basic/Transitional/Advanced

Control Demands

SA6.1 The healthcare entityshall supervise and have control over outsourc
software development

The healthcare entitwhall:
1. Establish and enforea secure coding policy
2. Define quality assurance processes

3. Include in the outsourced software development agreement t
requirement to comply with:

a. All relevant healthcare entity policies, including informatic
security and quality related policies, regainents and
functionalities
b. Provisions of this Standard Transitional
c. Regulatory and legal requirements
d. Industry specific secure coding practices (OWASP)
Include in the agreement the right to audit clause

Conduct source code review to identify potential vulnerabilitiésck
door and malicious code

6. Control the number, rotation and termination of staff involved
outsourced development activities to restrict:

a. Unauthorized access

b. Leakage of information

UAE IA ReferenceT7.6.5
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SA T Supply Chain Managemenh

Control Demands

SA7.1 The healthcare entityshall develop a comprehensive information securi
strategy against supply chain threats to the information systems ¢
application, medical devices and equipnten

The healthcare entityghall:

1. Define policy to regulate the acquisition of products and services
2. Limit sharing of configuration and architecture with suppliers

3. Define system acceptance criteria for all new system purchase
4

Ensure product compliance with @ty information security
requirements

5. Include in the contract:
a. Right-to-Audit clause
b. Non-disclosure requirements

c. Terms to comply with entity information security policy ar
requirements

d. Terms to comply with relevant federal and local governme
requiremens

SA7.2 The healthcare entityshall conduct supplier review prior to entering in
contractual agreement to acquire information systems, medical devices
system/devices components or information system services

The healthcare entitghall:

1. Define an evaluation process for suppliers of information systel
system components, medical devices and services

2. Periodically review supplier compliance to terms of the agreement i
evaluation requirements

3. Include federal and local government requiremenas part of supplie
review

SA 7.3 The healthcare entityshall identify and limit harm from potential adversarie

OAOCAOET ¢ OEA AT OEOUGO OOBDPI U AE/
The healthcare entityghall:
1. Limit information sharing with suppliers

2. When essential, share sa@ly relevant and needed information throug
secure channel

3. Engage with a diverse set of suppliers for critical products and servict

® PUBLIC /oL«
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Control Criteria
Basic/Transitional/Advanced

Advanced

Advanced

Advanced
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SA74 The healthcare entityshall employ security controls to protect supply che
operations

The healthcare stity shall:

1. Evaluate risks to its information systems, medical devices, services
support operations

Advanced

2. Agree with suppliers of systems, applications, medical devict
equipment, relatedproducts/serviceson control measures and includ
them in the suppbr contract

SA75 The healthcare entityshall ensure a reliable (i.e. not modified to provi
backdoor access or covert channels) delivery of information syste
medical devices or system/devices components

The healthcare entityshall: Advanced

1. Ensureinformation systems, system components, and medical devi
are genuine and are satisfying system acceptance requirements

2. Ensure software delivered has not been altered or modified

SA 7.6 The healthcare entityshall establish processes to addressakness or
deficiencies in supply chain elements
The healthcare entitwhall:

1. Identify and document supply chain elements and th Transitional
interdependencies

2. ldentify and address issues concerning supply chain elements
3. Conduct regular assessments and audits @y chain elements
SA 7.7 The healthcare entityshall ensure adequate supplies of critical informati
systems, medical devices and system/devices components
The healthcare entitghall:

1. Establish contingency plans for the supply of anyticai information Advanced
systems, medical devices and system/devices components

Consider stockpiling of essential and critical spare components

3. Utilize multiple suppliers for critical components

UAE |IA ReferenceT7.8.1, T7.8.2, T7.8.3, T7.8.4, T7.8/58.6, T7.8.7
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10. Information Security Incident Management
The value of information has grown exponentially and has become a soft target for malicious intent
Al i1 01 EOEAOR ET AEOEAOAT O AT A TAOEIT OOAOAO a®i AEOO(
AOOET AGO 10 O1 AA ET AOOET AOOnh AT A OF AEOOODPO cCi OAc
resident communitiesHealthcare entiesd OOEI EUAOET T 1T £ OAAET T 11 CEAAT AAOA
be limited to service deliveryrather it shall also be to defend and respond to deliberate and accidental
attempts to disruptOE A A betVEeBEA O 6
A healthcareAT OEOU8 O AAEI EOU O1 NOEAEI U AT A AT 1T £ZEAAT O1 U OA
contributes the entity managemen8 O AT i 1 EOI AT O &1 EOO OEOEIT AT A 1AE
delivery.Healthcare entityy iBanagement shall be aware that information security incidents may not always
be preventable But adequate procedures, process and technologies to detect, repodt hande, combined
education and awareness can minimize their frequency, severity and impaahdnl OEQU8 O AOOAOhR OA
financial and legal values.
It is essential that serious information security incidents thatn potentially disrupt critical lusiness
processes and services are promptly communicated to the appropriate authositifzat they get involved
early inthe decisionmaking and communication.

Objective:

To ensurghat healthcare entities define and utilize suitable procesand resouces to identify and respond
to information security and cyber securitincidents, that they are not severely impacted by incident

outcomes andhat they are able to restoraffected operations within an acceptable timeframe.

Supporting or dependent entity policy references:

1) Access ContrdPolicy

2) Operations Management Policy
3) Communications Policy

4) Third party security policy

5) Compliance Policy

® PUBLIC /oL«
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IM 1 Information Security Incident Policy

Control Criteria

Control Demands
Basic/Transitional/Advanced

IM1.1 The healthcare entityshall cevelop, enforce and maintain an informatio
security incident management poligyto | AT ACA AT A COE
response to information security incidents

The policy shall

1. Be relevant and appropriate toOEA AT OEOU &M@ risk
environment

Demonstrate management commitment, objectives and directions

Establish incident management roles and responsibilities

Basic

4. Establish a proactive, collaborative and sustainable process of identif
and resolving adverse information sedyrincidents.

5. Establish management demands on:

a.
b.
C.
d.

Incident identification
Incident response
Incident notification/communication

Learning from incident

6. Be read and acknowledged by involved internal and external stakeholt

UAE IA ReferenceT8.1.1
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IM 2 Incident Management and Improvements

Control Criteria
Basic/Transitional/Advanced

Control Demands

IM2.1 The healthcare entityshallestablish process(es) to guide information secur
and cyber security incident response activities

Theprocess(eskhalt

1. Have tested procedures to handle incident situations before, during

after the occurrence of the incident Transitional
2. Plan for incident communication to affected stakeholders and relev
authorities
3. Management approval on plans and procedures
IM 2.2 The healthcare entityshall establish a Computer Security Incident Respo
Team (CSIRT) responsible for incident management and response efforts
The healthcare entitghall:
1. Establish CSIRT organization with adequate authority, essential roles
responsibilities
2. ldentify and nominate competent resources for each identified role of
CSIRT
Establish communication and response protocols
4. Allocate adequate funds for CSIRT operations
Advanced
Entity CSIRT shall coordinate with its counterparts within thealtte
sector regulator of Abu Dhabi for incidents which will ha
OECT EEXZEAAT OTOAOAOA EIi PAAO 11 OE
6. Ensure that significant/severe impact incidents are reported to the hei
sector regulator of Abu Dhabi
7. Provide suitable traimg to members of the CSIRT to cover:
a. Pastincidents and lessons learnt
b. Current threat environment of the entity
c. New threats and attack trends across the world
IM 2.3 The healthcare entitghall assess and classify information security incident:
The healthcare entityghall:
1. Establish an incident classification scheme in line with |  Transitional

recommendations of the health sector regulator of Abu Dhabi

2. Define workflows to handle incidents of various classifications/severity

® PUBLIC/ ol — ¢
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IM 2.4 The healthcae entity shall test its Computer Security incident respon

capabilities

The healthcare entityghall:

1. Develop test procedures to validate the effectiveness of its incid

response capabilities Transitional
2. Establish the expected outcome of test and compare test lssto
identify gaps
3. Modify process and procedures to address gaps identified
IM 2.5 The healthcare entityshall document and preserve records on all informati
security incidents
The healthcare entitghall:
1. lIdentify all relevant data andvédence to be collected during and afte
realization of an information security incident
2. Establish procedures for collecting evidence taking into account the:
a. Chain of custody
b. Safety of evidence
c. Safety of personnel Transitional
d. Roles and responsibilities of personmayolved
e. Competency of the personnel
f.  Documentation
g. Briefing
h. Other identified requirements
3. Preserve documents, records and evidences in compliance with
AT OEOUB O OAOAT OET1T BIlEAU
IM 2.6 The healthcare entityshall institutionalize the learmig from information
security incidents
The healthcare entitghall:
1. Ensure lessons learnt from past information security incidents
maintained and shared with relevant stakeholders to aid in: Advanced
a. Addressing future information security incidents
b. Minimizing the recurrence of such incidents

2. Build knowledge database on information security incident diagnosis .
response

UAE IA ReferenceT8.2.1, T8.2.2, T8.2.3, T8.2.4, T8.2.5, T8.2.7, T8.2.8, T8.2.9
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IM 3 Information Security Events and Weakness &oorting

Control Criteria

Basic/Transitional/Advanced

Control Demands

IM3.1 The healthcare entityshall develop a situational awareness culture
participating in the information sharing community and obtainir
cybersecurity information from variousosirces

The healthcare entity shall:

1. ) AAT OEAU DPOET OEOU ET &£ Of AGETT A
business model basedontext

2. Ensure all identified cybersecurity information is relevant to the:

N A oA o oa a o a Lo NfoA e oa ] Advanced
a. %l OEOUB8O AOOET AOGO 1 PAOAOGEITT C
b. %1 OE OU 8 On sigstedthn@ hpplidafion, medical devices a
equipment
c. %1 OEOUBO POT AAOOGAO AT A AT 1 OC
d %l OEOUBO OEOE Al OEOITI AT O
3. Establish and coordinate with the healthcare sector regulator of /
Dhabi to receive relevant cybersecurity information
IM 3.2 The healthcare entityshall report information security events throug
appropriate management channels
The healthcare entityshall:
1. Establish a formal channel for entities and external stakeholders to re|
information security events
2. Ensure alemployees and third parties are awaoéthe need forreporting
of information scurity events and breaches Advanced

3. Assign designated points of contact for information security events
4. Establish information security event reporting procedures

5. Establish information security event communication and reportin
protocol to relevant stakeholders and authorities (including t
healthcare sector regulator)

® PUBLIC/ ol — ¢
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IM 3.3 The healthcare entityshall report observed or suspected information secur
weaknesses in systems application services (inclusive of medical devic
and equipment)

The healthcare entityghall;

1. Establish a formal channel for entities and external stakeholders to re|
information security weakness as soon as they are identified

Advanced

2. Ensure all employees drthird parties are awaref the need forreporting
of information £curityweakness

3. Ensure no user exploits information security weakness

UAE IA ReferenceT8.3.1, T8.3.2, T8.3.3
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11. Information Systems Continuity Management
Information systems ad applications have become fundamental to business operations. The ability of a
EAAI OEAAOA A1 OEOQUBGO OUOOAI O AT A AppPI EAAOEIT O O OOE

Eventhough the demand on system and applications are identified through a different management
process (Organizational Business Continuity), it is relevant for healthcare entities to align with such process

to establish system, application and rasge requirements concerning critical services and processes.

Healthcare entities shall be proactive in identifying threat scenarios that may imgaat information
systems and application environmenand device strategies and plans to ensure systenpliaption and

resource availability to support service continuity of identified critical services.

Objective:
To ensure systems, applications and resources available to support service continuity requirements of

identified critical services and processsduring abnormal situations or environment.

Supporting or dependent entity policy references:

1) Entity Business Continuity Policy

2) Entity Business Continuity/Recovery Plan
3) Operations Management Policy

4) Communications Policy

5) Compliance Policy

® PUBLIC/ ol — ¢
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SC1 Information Systems Continuity Management Policy

Control Criteria
Basic/Transitional/Advanced

Control Demands

SCl1.1 The healthcare entityshall cevelop, enforce and maintain an informatio
system continuity planning policygo manage scenarios that challenge et
continued availability of information systems and applications support
critical business services

The policy shall

1. Be relevant and appropriate t EA AT OEOUS O ET £l
applications continuity demands
Demonstrate management commitmenbjectives and directions Transitional
Establish roles and responsibilities of involved stakeholders

4. Establish management expectations on:

a. Planning for information system and application continui
during adverse situations

b. Compliance with organizational business contity plans
c. Testing of continuity and restoration plans
5. Beread and acknowledged by involved internal and external stakeholc

UAE |IA ReferenceT9.1.1
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SC2 Information Systems Continuity Planning

Control Criteria

Basic/Transitional/Advanced

Control Demands

sca1 The healthcare entityshall develop information systems and applicatic
continuity plans that shall prevent or minimize interruptions to critic
business services and processes during adverse situation

Theplanshalt

1. lIdentify information systems, processes and information supporti
critical business services and processes

2. Be harmonized and support organizational business continuity planr
and/or disaster recovery demands Advanced

3. Identify individuals with asigned roles and responsibilities, along wi
necessary contact information

4. Define call tree matrix and escalation matrix
Defined criteria and conditions for plan activation

Have provisions to address information security incident based scen:
and provde guidance to operate and support critical business serv
during such scenarios

SC 2.2 The healthcare entityshall implement the established information system ai
application continuity plans

The healthcare entitghall:

Advanced
1. Ensure that the cagbilities and requirements of the information systel
and application continuity plans are established and available to be t
during plan activation
SC2.3 . S .
The healthcare entityghall test, reassess and maintain its information syste
and applcation continuity plans
The healthcare entitghall:
1. Define schedules and test information system and application contini
plans to ensure
a. Adequacy and effectiveness of the pk&an Advanced

b. Entity and resource readiness to execute the plans
2. Document test outcomesind lessons learned

3. Assess plan adequacy during changes to business services, systen
applications

4. Update and maintain information system and application continuity ple
based on lessons learned and assessment outcome

UAE IA ReferenceT9.2.1, T9.2.2, T9.3.1
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Appendix 1- Distribution of Control

Sr. No. Control Criteria
1 Basic 73
2 Transitional 56
3 Advanced 33
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0

Number of Sub-Controls Total
255 328
162 218
113 146
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Appendix 2- Summary of Controls

Number of Control UAE IA
Sub-Control  Criteria Reference

Sr. No Control Number & Control Name

Domain 1- Human Resource Security

HR 1- Human Resources Security Policy

HR 1.1 Security Aspects Of Employment and Termination 3 Basic ll\\/l/lillll

HR 2 - Prior to Employment

HR 2.1Background Verification Check 2 Basic M4.2.1

HR 2.2 Termand Condition of Employment 7 Basic M4.2.2

HR 3- During Employment

HR 3.Compliance to Organization&toliciesand Procedures 3 Basic M4.3.1
M32.1,

HR 3.2 Awarenesnd Training 4 Transtional mggi
M3.35

HR 3.3 Training Needs 2 Basic '\h//lésgjé

HR 3.4 Awareness Campaign 9 Basic M3.4.1

HR 3.Disciplinary Process 2 Transitional M4.3.2

HR 4- Termination or Change of Employment and Role

HR 4.1 Termination Respsibility 2 Basic M4.4.1

HR 4.2 Return of Assets 3 Basic M4.4.2

HR 4.3 Removalf Access Rights 2 Basic M4.4.3

HR 4.4internal Transfersand Change Of Role 2 Basic M4.4.3

Domain 2- Asset Management

AM 1 Asset Management Policy

AM 1.1. Asset Manageme Policy 8 Basic T1.11

AM 1.2Allocation of Assets 5 Basic T11.1

AM 2 Management of Asset

AM 2.1 Asset Inventory 3 Basic T1.2.1

AM 2.2 Asset Ownership 4 Basic T1.2.2

® PUBLIC/ ol — ¢
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Number of Control UAE IA
Sr. No  Control Number & Control Name Sub-Control  Criteria Reference
AM 2.3 Acceptable Use of Asset 2 Basic T1.2.3
AM 2.4 Acceptable Bring Your Owrellice Arrangements 2 Basic T1.2.4

AM 3 Asset Classification & Labelling

AM 3.1 Information Classification NA Basic T1.3.1
AM 3.2Value of Information during Classification NA Transitional T1.3.1
AM 3.3 dentification of Essential Protection NA Transtional T1.3.1
AM 3.4Reclassification of Assets 3 Transitional T1.3.1
AM 3.5Interpretation of Third Party Classification Scheme NA Transitional T1.3.1
AM 3.6 Criteridor Automated Classification NA Advanced T1.31
AM 3.7 Asset Labelling NA Basic T1.32

AM 4 Asset Handling

AM 4.1Handling Procedures 2 Basic T1.3.3
AM 4.2Enforcement of Handling Procedures NA Basic T1.3.3
AM 4.3Management of Removable Media 2 Basic T1.4.1
AM 4.4Usage of Removable Media 1 Basic T4l
AM 4.5Medical Devices M@zagement Procedures NA Basic -
AM 4.6Access Allocation for Medical Devices NA Basic -
AM 4.7Security of Information within Medical Devices 4 Transitional -
AM 4.8Communication Facility for Medical Devices NA Transitional -
AM 4.9 Removable Medigearity NA Advance T1.4.1
AM 4.10Removal and Movement of Information Assets 2 Transitional T2.3.7

AM 5 Asset Disposal

AM 5.1 Information Asset Disposal NA Basic T1.4.2
AM 5.2 Secure Disposal NA Basic T1.4.2
AM 5.3 Disposal of Physical & Digital Medi NA Basic T1.4.2

. " T1.4.2
AM 5.4Procedures for Secure Disposal and Bee 1 Transitional 1236
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Number of Control UAE IA
Sr. No  Control Number & Control Name Sub-Control  Criteria Reference
AM 5.5 Verificatiomefore Disposal NA Basic T1.4.2
AM 5.6 Authorization for Disposal NA Basic T1.4.2
. T2.3.6
AM 5.7 Recoslon Disposal NA Advance T142

Domain 3- Physical and Environmental Security

PE 1 Physical and Environmental Security Policy

PE 1.1 Physical and Environmental Security Policy 7 Basic Trzzéjé
PE 1.2 Procedural Guidelines NA Transitional 211
PE 1.3 Requirements on Figal and Environmental Policy 3 Basic T211
PE 2 Secure Areas

PE 2.1 Physical Security Perimeter 4 Basic T22.1
PE 2.2PrivateAreas NA Advanced

PE 2.3 Secure Areas Control Measure 8 Basic T2.22
PE 2.40wnership of Secure Areas 3 Transitonal

PE 2.5 Secure Office /Meeting Rooms 2 Basic T2.2.3
PE 2.6 Protection against External & Environmental Threats 2 Basic T2.2.4
PE 2.7Adequacy/Effectiveness of Control Measures NA Transitional T2.2.4
PE 2.8 Working in Secure Areas 2 Basic T2.25
PE 2.9Stakeholder Awareness 1 Transitional T2.2.5
PE 2.1M®eliver and Loading Areas 2 Basic T2.2.6
PE 3 Equipment Security

PE 3.Equipment Siting and Protection 2 Basic T2.3.1
PE 3.2 Supporting Utilities 1 Transitional T2.3.2
PE 3.3 Maintenace of Equipment 3 Advance T2.34
PE 3.4 Cabling Security 2 Basic T2.3.3
PE 3.5 Security Of Equipment Off Site 3 Advanced 11-_22%57
PE 3.6 Unattended User Equipment 2 Basic T2.3.8
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Number of Control UAE IA
Sub-Control  Criteria Reference

PE 3.7 Clear Desk & Clear Screen Policy 3 Basic T2.3.9

Sr. No Control Number & Control Name

Domain 4 - Access Control

AC 1 Access Control Policy

AC 1.1 Access Control Policy 13 Basic T5.1.1

AC 2 User Access Management

AC 2.1 UsdRegistration andDe-Registration 7 Basic 21
AC 2.2 Privilege Management 7 Advance 1522
T5.2.3,
AC 2.3 Usand Management ofSecurity Credential 7 Basic T5.3.1
T5.5.3
AC3 Equipment and Devices Access Control
AC 3.1 Access Contfol Portableand MedicaDevices 5 Transitional T5.7.1
AC 3.2 Access Contfol Assets and Equipment ifeleworking Sites 4 Transitional T5.7.2
AC 4 Access Reviews
Ac 4.1 Review of User Access Rights 5 Basic T5.24
AC 5 Network Access Control
Ac 5.1Access to Network and Network Services NA Basic T5.4.1
AC 5.2 Remote User Authentication 2 Basic T5.4.2
AC 5.3 Equipmenteéntification In Network NA Basic T5.4.3
AC 5.4 Remote Diagnostic and Configuration Protection 4 Advanced T5.4.4
AC 5.5 Network Connection Control 1 Basic T5.4.5
AC 5.6 Network Routing Control 7 Transitional T5.4.6
AC 5.7 Wireless Access 7 Transitonal T5.4.7
AC 6 Operating System Access Control
AC 6.1 Secure Le@n Procedures 6 Basic T5.5.1
AC 6.2 User Identificatioand Authentication 2 Basic T5.5.2
AC 6.3 Use of System Ultilities 4 Advanced T5.54
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Number of Control UAE IA
Sub-Control  Criteria Reference

Sr. No Control Number & Control Name

AC 7 Application and Information Access Carol

AC 7.1 Information Access Restriction 4 Basic T5.6.1
AC 7.2 Sensitive System Isolation NA Transitional T5.6.2
AC 7.3 Publicly Accessible Content 4 Transitional T5.6.3

Domain 5- Operations Management
OM 1 Operations Management Policy
OM 1.1 @erations Management Policy 3 Basic T3.11

OM 2 Operational Procedures

OM 2.1 Baselin€onfiguration 5 Transitional T3.21
OM 2.2 Documented Operating Procedure 3 Transitional T3.2.2
OM 2.3 Change Management 3 Basic T3.2.3
OM 2.4Transition of Infornation Systems and Applications 1 Transitional T3.2.3
OM 2.5 Segregation of Duties 1 Transitional T3.2.4
OM 2.6 Separation of Test, Developmearid Operational Environment 4 Transitional T3.2.5

OM 3 Planning and Acceptance

OM 3.1 Capacity Management 4 Advanced T3.3.1
OM 3.2 System Acceptanead Testing 5 Transitional T3.3.2
OM 4 Malware Protection

OM 4.1 Controls Against Malware 9 Basic T3.4.1
OM 4.2 Gateway Level Protectidar Malware 2 Advanced T3.4.1
OM 5 Backup and Archival

OM 5.1 BackuManagement 3 Basic T3.5.1
OM 5.2 Archival Requirements 6 Advanced T3.5.1

OM 6 Monitoring and Logging

o . T3.6.1

OM 6.1 Monitoring’rocedures 7 Basic 1363
T3.6.2

OM 6.2 Audit Logging 6 Basic T3.6.5
T3.6.6
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Sr. No Control Number & Control Name glljggi;?rfol g(r)itnet:ic;: ::f\grtleAnce
OM 6.3Preservatiorof Log Information 4 Advanced T3.6.4
OM 6.4 Clock Synchronization 3 Basic T3.6.7
OM 6.5 Patch Management 6 Basic T7.7.1
OM 6.6 Information Leakage 1 Transitional T7.6.4
OM 7 Security Assessment and Vulnerability Management

OM 7.1 Technical Vulnerability Assessment 6 Basic Trrl
OM 7.2 Security of Assessment Data 3 Basic T7.7.1
Domain 6- Communications

CM 1 Communications Policy

CM 1.1 Communication Policy 4 Basic T4.1.1
CM 2 Information Exchange

CM 2.1 Information Exchange Procedsire 4 Transitional T4.2.1
CM 2.2 Seurity of InformationDuring Transit 2 Basic T4.2.1
CM 2.3Secure Practices for Information Sharing 4 Basic T4.2.2
CM 2.4 Agreements on Information Transfer 5 Basic T4.2.2
CM 2.5External Party Awareness of Security Requirements 1 Transitional T4.22
CM 2.6 Physical Media in Transit 4 Transitional T4.2.3
CM 2.7 Electronic Messaging 4 Transitional T4.2.4
CM 2.8 Business Information System 2 Advanced T4.25
CM 3 Electronic Commerce

CM 3.1Security ofElectronic Commerc&ervices 3 Transitional T4.3.1
CM 3.2 Online Transaction 3 Transitional T4.3.2
CM 3.3 Publicly Available Information 5 Advanced T4.3.3
CM 4 Information Sharing Platforms

CM 4.1Connectivity tolnformation Sharing Platforms 4 Advanced Trij]é
CM 4.2Restriction on Cloud Brironment 3 Basic T6.3.1
CM 4.3Security While Connecting to Information Sharing Platform 4 Basic T4.41
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Number of Control
Sub-Control  Criteria Reference

Sr. No Control Number & Control Name

CM 5 Network Security Management

CM 5.1 NetworkControls 7 Basic 1451
CM 5.2Security Requirements in Network Services 4 Transitional T4.5.2
CM 5.3 Segregation in Networks 4 Basic T4.5.3
CM 5.4 Securitgf Wireless Network 5 Basic T4.5.4
Domain 7- Health Information and Security

HI1 Health Information Protection Policy

HI 1.1Health Information Protection Policy 4 Basic M5.2.4
HI2 Hedth Information Privacy and Protection

HI 2.1Security of Healthcare Information 11 Basic M5.2.4
Domain 8- Third Party Security

TP 1 Third Party Security Policy

TP 1.1 Third Party Security Policy 5 Basic T6.1.1
TP 2Third Party Service Delivery andvionitoring

TP 2.1Third-Party Service Delivery 8 Basic T6.2.1
TP 2.2 Monitoring andReview of ThirdParty Services 6 Transitional T6.2.2
TP 2.3 Managing Chang® Third PartyServices 3 Transitional T6.2.3
Domain 9- Information Systems Acquisition, Development, and Maintenance

SA 1 Information Systems Acquisition, Development, and Maintenance Policy

SA 1.1 InformatioBystemsAcquisition,Development andViaintenance . T7.11
Policy 5 Basic T7.4.1
SA 2 Security Requirement of Information Systemand Applications

SA 2.1 Security Requirements Analysis and Specification 7 Transitional T7.21
SA 2.2 Developer Training 5 Transitional T7.2.2
SA 3 Correct Processing in Applications

SA 3.1 Input Data Validation 2 Transitional T7.31
SA 3.2 Contralf Internal Processing 3 Transitional T7.3.2
SA 3.3 Message Integrity 1 Transitional T7.3.3
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Number of Control UAE |IA
Sr. No  Control Number & Control Name Sub-Control  Criteria Reference
SA 3.40utput Data Validation 1 Transitional T7.3.4
SA 3.50ff-line Processing Capabilities 1 Transitional T7.3.2

SA 4 Cryptographic Controls
SA 4.1 Key Maagement 3 Transitional T7.4.2

SA 5 Security of System Files

SA 5.1 Contradf Operational Software 3 Advanced T7.5.1
SA 5.2 Protection of System Test Data 5 Transitional T7.5.2
SA 5.3 Access Conttal Program Source Code 1 Transitional T7.5.3

SA 60utsourced Software Development
SA 6.1 Outsourced Software Development 6 Transitional T7.6.5

SA 7 Supply Chain Management

SA 7.1 Supply Chain Protection Strategy 5 Advanced T7.8.1
SA 7.2 Supplier Review 3 Advanced T7.8.2
SA 7.3 Limitation of Harm 3 Advanced T7.8.3
SA 7.4 Supply Chain Operation Security 2 Advanced T7.8.4
SA 7.5Reliable Delivery of ltems and Services 2 Advanced T7.85
SA 7.6 Process to Address Weakness or deficiency 3 Transitional T7.8.6
SA 7.7 Supply of Critical Informatiopsgem Component 3 Advanced T7.8.7

Domain 10- Information Security Incident Management
IM 1 Information Security Incident Policy
IM 1.1 Information Security Incident Management Policy 6 Basic T8.1.1

IM 2 Incident Management and Improvements

IM 2.1IncidentResponseProcess 3 Transitional T82.1
IM 2.2 Computer Security Incident Response Team 7 Advanced T8.2.2
IM 2.3 Incident Classification 2 Transitional T8.2.3
IM 2.4 Incident Response Testing 3 Transitional T8.2.5

® PUBLIC/ ol — ¢
Page 1090f 116



a1 II&iJ ila
DEPARTMENT OF HEALTH

Sr. No Control Number & Control Name gllljggirn?rfol g(r)itnet:ic: I;J:f\grtleﬁce
IM 2.5 Incident Records 3 Transitional Ig;;
IM 2.6 Learning from Information Security Incident 2 Advanced TI%ZZ%
IM 3 Information Security Events and Weakness Reporting

IM 3.1 Situational Awareness 3 Advanced T8.3.1
IM 3.2 Reporting Information Security Exsn 5 Advanced T8.3.2
IM 3.3 Reporting Security Weakness 3 Advanced T8.3.3
Domain 11- Information Systems Continuity Management

SC 1 Information Systems Continuity Management Policy

SC 1.1 Information Systems Continuity ManagemEnticy 5 Transitional T9.1.1
SC 2 Information Systems Continuity Planning

SC 2.1 Developing Information Systeand ApplicationContinuity Plans 6 Advanced T9.2.1
SC 2.2ImplementingInformation Systemand ApplicationContinuity Plans 1 Advance T9.22
SC 2.3Testing, Mairtaining and Reassessing Plans 4 Advanced T9.3.1
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Appendix 3- Abbreviations

S.No Abbreviation Definition

1. ADHICS Abu Dhabi Health Information and Cyber Security Standard
2. BIA Business Impact Assessment

3. CISO Chief Information Security Officer

4. IT Information Technology

5. ISO 27001 International standard for Information Security

6. ISMS Information Security Management System

7. ISO 31000 Risk Management @indard

8. DLP Data Leakage Prevention

9. HIIP Healthcare Information Infrastructure Protection Workgroup
10. HIE Health Information Exchange

11. AAA Authenticity, Accountability and Auditability
12. IPR Intellectud Property Rights

14, ISGC Information Security Governance Committee
15. HVAC Heating, ventilation and air conditioning

16. BYOD Bring Your Own Device

17. ERP Enterprise Resource Planning

18. EMR ElectronicMedicalRecods

19. CCTV ClosedCircuit Television

20. Pl Personally identifiable information

21. OWASP Open Web Application Security Project

22. HR Human Resource

23. MCC Monitoring and Control Centrg Abu Dhabi
24, SDLC Software Development Life Cycle

25. DMz Demilitarised Zone

26. IDS Intrusion Detection System

27. QA Quality Assurance
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S.No Abbreviation Definition
28. XSS CrossSite Scripting

29. CWE Common Weakness Enumeration
30. SQL Structure Query Languge

31. TCP Transmission control protocol

32. VPN Virtual Private Network

33. ACL Access Control List

34. DOS Denial of Service

35. CAB Change Advisory Board

36. IPS Intrusion Prevention System

37. VLAN Virtual Local Area Network

38. NDA Non-Disclosure Agreement

39. NTP Network Time Protocol

40. PIN Personal Identification Number

41. HTTPS Hyper Text Transfer Protocol Security
42. CIA Confidentiality, Integrity & Availatity
43. DNS Domain Name System

44, IT Information Technology

45. SMTP Simple Mail Transfer Protocol

46. SNMP Simple Network Management Protocol
47. PHI Protected Health Information
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The table béow defines the terms and acronyms used for the purposes of this framework

Term

Adversaries

Assets

Authentication

Availability

Backup (noun)

Back up (verb)

Business Continuity Plan
(BCP)

Classification

Confidentiality

Cryptography

Custodian

Data integrity

® PUBLIC /oL«

Definition
Person or group contending against another

Data or images collected and stored (in a digital or hard copy format) and the informe
systems hat are used to collect, store or exchange these data or images.

Establishing that an agent using a computer system is the agent in whose name the ac
is registered.

Information is accessible and useable on demand by ausled entities.

The process of backing up refers to the copying and archiving of computer data so it m
used to restore the original afterdata lossevent.

A backup and the associated procedures and processes can only be verifietherrestore
procedures and process have been confirmed via an actual restore.

To make a copy of data for the purpose of recovery.

Documented procedures that guide organisations to respond, recover, resurdeestore to
a predefined level of operation following disruption.

Accords different levels of protection based on the expected damage, prejudice and/ot
the health information might cause in the wrong hands.

Information is not available or disclosed to unauthorised individuals, entities, or processe

The science of coding and decoding messages so as to keep these messages secure.
(encryption) takes place using a key that ideally is known onlyhgysender and intendec
recipient of the message.

Cryptographic control is the ability to render plain text unreadable andeadable using
cryptographic techniques. Such techniques are also used to ensure integrity and
repudiation.

In the kealth information security context a custodian is a person in an appointed role th
“““ xEOE OEA ADOOOI AU

TO AAOA T £ A
A healthcare entity may have custodianship over health care information.

Data mustnot be altered or destroyed in an unauthorised manner and accuracy
consistency must be preserved regardless of changes.
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Term

Disaster recovery (DR)

Disruptive event

Entity

Environmental
(threats/hazards)

Facility

Firewall

Healthcare entity (provider)

Medical device

Medical equipment

Malware

Media

Personal health information

® PUBLIC /oL«
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Definition

Disaster recovery is the process, policies and procedures related to preparing for rec
critical to an oganisation after a natural or humaninduced dismuptive event.

Disaster recovery planning is a subset of a larger process known as business cor
management (BCM). This includes planning for resumption of applications, data, hardy
communicationg(such as networking) and other IT infrastructure.

I'TU AOGAT 6h OACAOAI AGO 1T £ AAODOAR OEAO AE
ability to maintain identified critical functions.

Refers to Healthcare Entity, less specifically mentioned otherwise.

Threats or risks of physical harm. From an IT security viewpoint this is to do with ph
access to or potential physical risks to hardware

A single physical location fromvhich health goods and/or services are provided. A health ¢
organisation may consist of multiple facilities

A device or set of devices configured to permit, deny, encrypt or proxy all computer tr
between different security domains basegbon a set of rules and other criteria.

A person, facility or organisation providing patient health care services, including servic
promote health, to protect health, to prevent disease ohi#alth, treatment servicesjursing
services, rehabilitative services or diagnostic services.

An article, instrument, apparatus or machine that is used in the prevention, diagnos
treatment of iliness or disease, or for detecting, measuring, restoring, correctingodifying
the structure or function of the body for some health purpose. Typically, the purpose
medical device is not achieved by pharmacological, immunological or metabolic means

Medical devices requiring calibration, mainter@® repair, user training, ant
decommissioningz activities usually managed by clinical engineers. Medical equipmer
used for the specific purposes of diagnosis and treatment of disease or rehabiliti
following disease or injury; it can be used eitfaone or in combination with any accessor
consumable, or other piece of medical equipment. Medical equipment excludes implant.
disposable or singkeise medical devices.

Software developed for malicious intent. This includes viruses, woatiware, Trojan horses
key-loggers.

Any technology used to place, keep, transport and or retrieve data. This includes
electronic devices and materials as well as fgbectronic options eg, paper.

Personal health iformation is health information identifiable to an individual.
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Term
Portable media
Professional
Privacy Impact Assessment

(PIA)

Procedure

Risk management

Service level agreements
(SLA)

Standard

Systems

Teleworking

Virus
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Definition

Media that can be used to transport electronic information independently of a network.
includes floppy disks, USB storage, portable hdrtes and other devices that hawedata
storage mechanism (cameras, cell phones, iPods etc.)

An individual who is engaged in a health care related occupation.

'T ATATUOEO 1T &£ Ei x Al ET AEOEAOAI &dnfdrmitiog
is collected, used, shared and maintained by an organisation.
A specification or series of actions, acts or operations which have to be executed in the

manner in order to always obtain the same result in the same circumstaj@ceemergency
procedures).

The identification, assessment, and prioritisation of risks including using resource
minimise, monitor, and control the impact of these risks.

A formally negotiated agreemen between two parties that records the commo

understanding about services, priorities, responsibilities, guarantee, and such collectively
level of service.

Unless specified otherwise, the term refers to ADHICS Standard

Applicationsor electronic business processes which support the collection, access, proce
and exchange of personal health information

A work arrangement in which employees are able to have flexibility in their working loca
That is: a central ptze of work is supplemented by a remote location (eg, home), usually

the aid of information technology and communications.

A computer program that can copy itself and infect a computer without permission
knowledge of the user. Viruses usuatlyrrupt or modify files on a targeted computer.
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